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Executive Summary 
 
Magnetic resonance imaging (MRI), computed tomography (CT), and X-ray machines are 
essential for diagnosing patients and monitoring treatment. However, original equipment 
manufacturers (OEMs) restrict external entities from servicing or repairing those devices. They 
employ digital barriers called Technological Protection Measures (TPMs), which they argue 
protect their intellectual property (IP) and ensure patient safety [1].  
 
Independent service organizations (ISOs) and hospitals’ in-house equipment technicians are 
restricted from accessing calibration software to refunctionalize the devices due to TPMs. As a 
result, 83% of biomedical repair professionals frequently experience OEM-imposed repair 
restrictions extending device downtime, leading to delays in diagnostic care [2]. Further, industry 
experts estimate that annual OEM service contracts are approximately two to three times more 
expensive than external alternatives [3]. Restrictions allow OEMs to profit from the repair 
market, ultimately increasing costs for healthcare providers that get passed on to patients. 
 
The “Right to Repair” movement seeks to pass legislation that compels OEMs to provide access 
to repair resources for equipment owners and independent technicians [4]. While momentum 
exists in the automotive and consumer electronic industries, medical devices have been 
excluded due to safety concerns. The FDA does not directly regulate device servicers; ISOs that 
strictly service devices are not mandated to register with the FDA or report adverse events. The 
FDA’s evaluation of device servicing in 2018 did not conclude a need for additional regulation 
[5]. The FTC similarly evaluated manufacturer repair restrictions in 2021, finding “scant 
evidence” to support the safety and IP justifications argued by OEMs. There, FTC indicated the 
need for more rigorous consumer protection efforts in the repair market [6]. 
 
To minimize diagnostic delays and lower healthcare expenses for patients, the following three 
policy solutions should be implemented to make equipment repair more accessible: 
 

1.​ Federal Legislation: Pass targeted legislation for medical imaging equipment modeled 
after North Carolina’s proposed H.B. 752 to require OEMs to provide software, tools, 
parts, and documentation to owners and ISOs on “fair and reasonable terms.” In 
exchange, OEMs would be explicitly protected from divulging trade secrets or facing 
liability for injury caused by third-party repair. 

2.​ FDA Oversight: Amend 21 CFR Section 803 and 807 to mandate registration, reporting, 
and documentation standards for third-party servicers. Mandated adverse event 
reporting and thorough documentation would allow the FDA to gather more reliable 
information on third-party servicing, offering a way to monitor patient safety. 

3.​ FTC Enforcement: Revise interpretations of the Magnuson Moss Warranty Act Section 
102(c) to specify how overly restrictive TPMs violate the anti-tying clause and prosecute 
offenders. Following their prosecution of John Deere, continued utilization of Section 5 of 
the FTC Act to enforce against specific unfair restrictions can lead to similar settlements 
with medical equipment manufacturers to compel repair resources. 
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Introduction 
 
Medical imaging systems serve as essential tools for diagnosis and treatment in modern 
healthcare. Doctors use magnetic resonance imaging (MRI), computed tomography (CT), and 
X-ray machines to detect, diagnose, and monitor treatment of patients’ medical conditions in a 
timely and non-invasive manner. 
  
Designing and operating these imaging systems involves several forms of proprietary 
information specific to the machine’s manufacturer. Intellectual property (IP) contained in 
imaging devices spans both hardware and software components. Proprietary software features 
include diagnostic and calibration software, error-code databases, and image processing 
algorithms. Proprietary hardware designs include mechanical and electrical components such 
as rotors and coils found in CT and MRI machines [7]. These components are secured under 
various forms of intellectual property, including copyright and patent protections. 
 
However, when medical imaging systems require servicing or repairs, technicians often need 
access to these proprietary features to restore the device’s functionality. As a result, device 
manufacturers limit external accessibility to repair resources in order to bolster IP protection. 
Additionally, medical device manufacturers contend that restricted repair access improves 
patient safety. They argue that confining repair accessibility to their own network of technicians 
assures safer and more effective servicing, given their level of familiarity with the specific device 
[8]. To accomplish their stated goals of patient safety and IP protection, manufacturer-imposted 
repair restrictions have evolved into comprehensive physical and digital barriers. 
 
Historically, manufacturers employed physical designs such as permanent industrial adhesives, 
sealed or soldered components, and proprietary screws to funnel users into lucrative 
manufacturer-authorized repair networks and prevent independent fixes [9]. Advancements in 
digital technology and software integrated into medical imaging equipment have led to another, 
more complex category of repair obstacles called Technological Protection Measures (TPMs). 
Original equipment manufacturers (OEMs) commonly utilize various TPMs, including service 
keys, passwords, and error log encryption, to protect their IP. These barriers directly restrict 
repair access by gatekeeping diagnostic data and calibration software [1,10]. Alongside TPMs, 
designs intended to complicate repair, withheld access to repair manuals, and unavailable 
replacement parts impede non-OEM entities from performing servicing or repair on medical 
imaging equipment [6]. 
 
TPMs and restrictive repair practices as a whole create severe consequences for hospitals that 
provide diagnostic imaging care. External repair providers, mainly in-house technicians and 
independent servicing organizations, are not able to access relevant repair resources for 
medical imaging equipment in a timely manner. They often experience prolonged service times 
due to TPMs and repair barriers, leading to extended device downtime. Delays in diagnostic 
scans cause serious harm for patients, leading to late diagnoses and treatment for patients. 
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Diagnostic Imaging Delays 
 
In the current state of the servicing industry, delays and extended timelines in the repair of 
diagnostic imaging equipment can be directly tied to manufacturer-imposed TPMs and 
inaccessible repair information. For medical imaging systems specifically, obstructed access to 
calibration software causes significant delays. Even after the completion of a successful 
mechanical repair, MRI, CT, and X-ray machines must be calibrated, which relies on 
OEM-specific software. However, independent servicers are not able to access that software 
due to TPMs, requiring OEM intervention before the device can be made functional again [9]. 
 
The Advanced Medical Technology Association (AdvaMed) and Medical Imaging and 
Technology Alliance (MITA) are both trade associations representing manufacturers of medical 
imaging equipment. They are among the primary advocates opposing expanded access for 
independent technicians. AdvaMed’s Medical Imaging Division labels medical device right to 
repair efforts as a “solution in search of a problem,” claiming that more repair access will not 
improve device downtimes [11]. However, survey data from independent and in-house repair 
entities demonstrate the consequences of restricted repair access. In the U.S. Public Interest 
Research Group (U.S. PIRG) 2026 report on repair restrictions in hospitals, 83% of biomedical 
repair professionals reported that manufacturer repair restrictions frequently prolonged 
equipment downtime and delayed diagnostic care. These delays were mostly attributed to 
software barriers, such as TPMs blocking access to calibration programs necessary to 
functionalize repaired imaging devices [2]. Difficulty in accessing service information to repair 
imaging equipment has worsened significantly from the organization’s previous survey in 2020; 
the amount of biomedical technicians who reported frequently being denied access to repair 
information by OEMs increased from 64% in 2020 to 79% in 2026 [2].  
 
In addition to device downtime, repair restrictions allow OEMs to dictate aftermarket costs, 
charging hospitals significantly higher rates for contracted servicing compared to in-house or 
independent entities. These heightened costs are passed down to healthcare providers and 
ultimately patients in need of diagnostic care. 

Economic Impact of the Restricted Repair Market 
 
In 2022, hospitals in the United States spent approximately $4.29 billion in servicing costs for 
diagnostic imaging equipment, increasing more than 13 percent from the amount in 2020 [12]. 
For hospitals, medical equipment costs account for approximately 25% of their annual capital 
budget [3]. The differences between the OEM-contracted rates and independent or in-house 
servicing rates contributing to those servicing costs is staggering. Industry experts estimate that 
OEM-contracted repair services for medical equipment cost between 10-15 percent of the 
product’s original cost annually. Comparatively, independent service organizations (ISOs) that 
provide third party repair cost between 5-8 percent of the equipment’s cost per year, and 
in-house repair reduces that figure to 3-4 percent [3]. For healthcare providers ranging from 
small hospitals to larger medical centers, the cost of a single high-powered MRI machine ranges 
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from 1 to 3 million dollars, while CT machines cost between 150 and 300 thousand dollars and 
X-ray rooms cost between 100 and 200 thousand dollars [13,14,15]. The differences in annual 
contracted servicing from OEMs and ISOs are hundreds of thousands of dollars for hospitals 
with multiple imaging machines. 
 
Specific to diagnostic imaging equipment, The International Association of Medical Equipment 
Remarketers and Services, IAMERS, found that independent servicing ranges from $150-$250 
per hour while OEM servicers charge $500-$600 per hour and require a four hour minimum [6]. 
OEMs restrict access to diagnostic tools, parts, and manuals needed to service and repair their 
equipment, allowing them to charge steeper rates for device maintenance. 
 
Technological Protection Measurers (TPMs) are one of the many restrictions OEMs utilize to 
prevent independent repair and largely contribute to the cost differential between manufacturers 
and independent servicers. In 2021, the Federal Trade Commission (FTC) released a report 
titled “Nixing the Fix: An FTC Report to Congress on Repair Restrictions,” detailing 
manufacturers’ control over the aftermarket. In that report, it was found that product designs 
complicating repair, unavailable replacement parts and repair information, and End User 
License Agreements (EULAs) are prominent restrictions alongside TPMs [6]. These restrictive 
practices in the repair market have allowed OEMs to charge hospitals elevated rates for device 
maintenance contracts in the name of safety and protecting intellectual property.  
 
Inflated costs stemming from manufacturer repair restrictions contribute to the affordability crisis 
of healthcare for Americans. Survey data from March 2021 found that approximately 18% of 
adults in the United States, 46 million people, were unable to afford the quality of healthcare 
they required [16]. Repair restrictions that limit the ability for in-house and independent 
technicians contribute to this deficiency; relying on manufacturer-enabled repair increases costs 
for hospitals, which results in greater expenses for patients [17].  

Stakeholders’ Positions 
 
Making the repair market for medical imaging equipment less restrictive while maintaining safety 
is a complex aspiration with intricate stakeholder stances. 
 

1.​ Patients stand to benefit from a more accessible equipment repair market, but also take 
on the most risk if independent repairs are unreliable or ineffective. An expanded right to 
repair could shorten the timeline for patients to receive diagnostic scans, with eased 
restrictions. Reduced servicing rates could limit the expenses passed onto patients and 
improve affordability [18]. However, patients requiring urgent scans could be at risk. 
Extended device downtimes due to ineffective repair could delay treatment and allow 
conditions to progress, similarly to current restricted repair restrictions [22]. 

2.​ OEMs are the principal stakeholder who favor continued restriction of repair; they hold 
that TPMs allow for protection of intellectual property (IP) rights, lessen cybersecurity 
threats, and ensure patient safety through regulated repair [8,19]. One of the principal 
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concerns OEMs express regarding independent repair of software concerns is the lack 
of regulatory oversight of third party servicing and potential issues in external repair for 
newly implemented technologies. 

3.​ Independent service organizations (ISOs), alongside in-house biomedical equipment 
technicians (BMETs), advocate for the right to access materials needed for repair, such 
as diagnostic tools, service manuals, and calibration software. They support the right to 
repair initiative to compete in a market OEMs have locked them out of, arguing that 
restricted access to repair materials unnecessarily delay repairs [9]. 

4.​ Healthcare delivery organizations (HDOs) look to improve time and cost efficiency in 
device repair while ensuring safety. Hospitals support an expanded right-to-repair to take 
advantage of lower maintenance and servicing costs, allowing for more reliable 
diagnostic support.  

5.​ Advocacy groups, namely medical trade associations and consumer interest 
organizations, represent multiple viewpoints in the imaging right to repair dialogue. The 
Advanced Medical Technology Association (AdvaMed) and Medical Imaging & 
Technology Alliance (MITA) are trade associations representing imaging equipment 
manufacturers. They oppose the right to repair legislative efforts, pointing to safety 
concerns in an unregulated repair environment. They claim widespread repair access 
jeopardizes proprietary information [9]. Consumer advocate organizations including the 
U.S. Public Research Interest Group and the Repair Association support right to repair 
efforts to benefit patients needing more timely diagnostic care [4,20]. Additionally, the 
Alliance for Quality Medical Device Servicing trade association of independent servicers 
advocates for repair legislation to improve their standing in the aftermarket [21]. 

6.​ Federal agencies, primarily the Federal Trade Commission (FTC) and Food and Drug 
Administration (FDA), are responsible for enforcing guidelines for clinical safety and 
preventing anticompetitive repair practices, respectively. Since their final guidance on the 
subject in 2024, the FDA has exercised strict oversight over changes falling under their 
definition of “remanufacturing,” while demonstrating less scrutiny on acts categorized as 
“servicing” [22]. The FTC’s 2021 report on OEMs suppressing aftermarket competition 
led to a ramp up in their enforcement against repair restrictions [6,23]. 

 
 
Technological protection measures and repair restrictions protect manufacturers’ intellectual 
property at the cost of timely and affordable diagnostic care for patients. To address diagnostic 
delays and combat the restrictive economic control OEMs wield on the repair market, regulatory 
frameworks should be implemented to facilitate an expanded right to repair medical imaging 
equipment. Agency oversight of independent servicing to ensure repair efficacy and sufficient 
aftermarket competition can build trust toward legislation for expanded access to repair 
resources, reducing device downtime and costs for improved patient care.  
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Background 

COVID-19: Catalyst for Medical Device Repair Policy 

 
Though right to repair efforts existed before the pandemic, the strains on American hospitals 
during the height of COVID-19’s spread obviated the need to address OEM repair restrictions on 
medical equipment. As hospitals faced a surge in respiratory cases, they faced massive 
increases in the demand for ventilators. Facilities were forced to pull ventilators from storage 
facilities, including ones that had been decommissioned in the past [24]. The consequences of 
these dependencies were observed when the U.S. government sent the state of California 170 
broken ventilators from the federal stockpile. California was fortunate to have established a 
repair facility for ventilators, allowing for 2-day repair timelines in the wake of the pandemic. 
However, OEM repair restrictions have stifled the growth of these repairment facilities and 
procedures [18]. The breakdown of existing ventilators due to extended use became a systemic 
struggle as hospitals could not efficiently repair them due to OEM repair restrictions. In a survey 
of over 200 BMETs in 2020, largely employed at hospitals, nearly half reported that they were 
denied access to “critical repair information, parts or service keys” for medical equipment during 
the pandemic [10]. Though a crisis situation placed an unforeseen burden on these specific 
devices, it revealed how OEM’s repair restrictions lead to a lack of operational efficiency needed 
for life-saving measures. More than 90% of surveyed BMETs had been denied service 
information for critical equipment, including ventilators and imaging equipment, with the majority 
of them claiming that it occurred “somewhat frequently” or “most of the time” [10]. 
 
To combat the increase in dysfunctional medical equipment at the height of COVID-19, Senator 
Ron Wyden introduced the Critical Medical Infrastructure Right-to-Repair Act of 2020 to remove 
OEM barriers that complicated repair during the pandemic. The bill required that manufacturers 
provide, on fair and reasonable terms, access to information and tools that can be used to 
diagnose, maintain, or repair medical equipment. The law also allowed owners, lessees, and 
servicers for medical equipment to repair or maintain crucial medical infrastructure in response 
to COVID-19 [25]. However, criticism by device manufacturers due to feared safety concerns 
from independent or in-house repair and election-season gridlock resulted in the bill’s failure to 
make it out of the committee [26]. 

Right to Repair Momentum 
 
Right to Repair represents initiatives for entities- ISOs and independent repair shops, technical 
professionals, farmers, and ordinary citizens- to repair the products they own without restriction 
from manufacturers [4]. The Right to Repair movement has gained significant momentum 
across the automobile, consumer electronics, and agricultural industries in recent years. 
Leading advocacy groups for repair access legislation and initiatives include The Repair 
Association, the United States Public Interest Research Group (U.S. PIRG), and the iFixIt 
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organization. These organizations have specifically targeted state-level legislation to broaden 
access to spare parts, repair manuals and information, and access to repair technology or tools 
at a reasonable price [4]. Figure 1 below demonstrates the progress that repair advocates have 
achieved in the past 15 years since Massachusetts passed the first automotive right to repair 
legislation in 2012. 
 

 
Figure 1. Map of active and pending state-level right to repair legislation spanning agricultural, 
automotive, digital electronics, and appliance industries. [20] 
 
Bipartisan efforts have been made toward advancing federal legislation in industries outside of 
medical devices. The Fair Repair Act for digital electronics repair, the Warrior Right to Repair 
Act for military repair access, and the REPAIR Act for expanded access to automobile repair are 
proposed legislation to address OEM monopolies. However, concerns regarding patient safety 
given the lack of FDA oversight on device repairs have stifled the inclusion of medical devices in 
both state and federal legislation [27]. 
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Legal and Regulatory Framework 
 
The right to repair debate over repair accessibility and affordability is governed by warranty laws 
and federal antitrust statutes that predate the widespread use of TPMs to restrict repair. In 
addition, digital-age copyright protections guarding OEMs’ proprietary information poses another 
legal challenge for repair advocates. 

Magnuson Moss Warranty Act 
 
The Magnuson Moss Warranty Act (MMWA) is a consumer protection law from 1975 that 
requires warrantors of consumer products to provide detailed information about coverage to 
consumers. Section 102(c) of the MMWA is known as the “anti-tying provision,” where ‘tying’ is 
the sale of a product conditioned on secondary products or services being purchased from the 
same company. This section prohibits warrantors from conditioning warranty coverage for a 
product on the consumer’s use of the warrantor’s specific parts or services, unless those parts 
or services are provided without additional cost [6,28]. 
 
The anti-tying provision was intended to stimulate competition among small repair businesses 
and in turn protect consumer choice for aftermarket product repairs. However, as the FTC notes 
in their report, technological developments have allowed OEMs to circumvent these protections. 
Product designs complicating or preventing independent repair, unavailability of parts and repair 
information, TPMs, and EULAs allow OEMs to restrict external repair. Without explicitly requiring 
that OEMs perform repairs in product warranties, OEMs withhold digital tools, parts, and 
software necessary for repair, sidestepping the prohibited practices under the anti-tying 
provision while maintaining control over the repair market [6,29]. 

FTC’s Role: Preventing Anticompetitive Practices 
 
Sections 1 and 2 of the Sherman Antitrust Act prohibit concerted action between multiple parties 
to restrain trade and unilateral conduct attempting monopolization by a single entity, 
respectively. However, liability under these sections requires significant proof; specifically under 
section 2, plaintiffs must not only prove that an OEM possesses monopoly power in the specific 
repair market, but they must also demonstrate “willful acquisition and maintenance” of that 
monopoly power [6]. As the FTC noted in their 2021 report, the Supreme Court has 
demonstrated reluctance to align antitrust liability with defendants who deny access to objects 
and services necessary for competition. As such, while the FTC could pursue enforcement of 
unfair repair restrictions in antitrust proceedings, OEMs have effectively restricted access to 
parts and repair servicing in ways that do not violate antitrust laws, as they have been construed 
by the Court [6]. 
 
However, section 5 of the FTC Act prohibiting “unfair or deceptive acts or practices” provides the 
FTC with a broader reach to enforce consumer protection rather than antitrust law. For a 
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practice to be legally unfair, it must meet three criteria: “[cause] substantial injury, cannot be 
reasonably avoided, and is not outweighed by countervailing benefits to consumers or 
competition” [30]. Applying the criteria to OEMs’ usage of repair restrictions on medical imaging 
equipment, there is certainly an argument for substantial injury, through both monetary injury 
caused by heightened servicing rates and physical injury caused by delays in repairing 
diagnostic equipment. For the second criterion, it can be argued that the injury cannot be 
reasonably avoided given the inability for independent technicians to effectively restore the 
devices to functionality without OEM intervention. Thirdly, while it can be argued that the repair 
restrictions lend themselves to benefit consumers through claims of safety, right to repair 
advocates would vehemently contend that those benefits do not outweigh the injury. As such, 
OEMs’ employment of TPMs and various repair restrictions provide reasonable grounds for 
them to be challenged as “unfair practices” under Section 5. 
 
Following the FTC’s 2021 report and President Biden’s Executive Order 14036 to promote 
competition in the U.S. economy, the FTC released a policy statement explaining their intent to 
enact more stringent enforcement of the anti-tying provision of the MMWA and unfair repair 
practices falling within the scope of FTC Section 5 [30]. Establishing a more clear directive on 
enforcement against anticompetitive practices allows the FTC to direct the OEM industry to 
expand repair accessibility by example. 

Digital Millennium Copyright Act 
 
In the age of software-enabled medical imaging equipment, Section 1201 of the Digital 
Millennium Copyright Act (DMCA) copyright law serves as a safeguard for proprietary 
information housed within the devices. This section prevents the circumvention or disabling of 
technological protection measures (TPMs) that a copyright owner places on their copyrighted 
software [31]. For medical imaging equipment, the digital locks preventing ISOs or in-house 
BMETs from accessing error logs, diagnostic tools, and calibration software, fall under these 
DMCA protections. Section 1201 sets forth liability for consumers disabling digital locks, even 
for the purpose of diagnosing, maintaining, or repairing the product [18]. 
 
However, Section 1201 authorizes the U.S. Copyright Office to adopt exemptions for bypassing 
TPMs, subject to expiration every three years. In 2021, the Librarian of Congress adopted 
significantly expanded recommendations from the Copyright Office to exempt liability under 
Section 1201 for any TPM circumvention to diagnose, maintain, and repair software-enabled 
medical devices [31]. 
 
The Register of Copyrights was able to obtain this exemption after a rigorous fair use analysis 
concluded that ISOs’ repair activities did not violate the main principles of the Copyright Act. 
Notably, the analysis found that independent device repair demonstrated a “transformative 
purpose” and did not endanger the value or security of the copyrighted software [18]. MITA 
(Medical Imaging and Technology Alliance) and AdvaMed, representing OEM interests, sought 
legal relief on appeal. They contended that the exemption should not have been granted as it 
could lead to cybersecurity and safety risks. However, the appellate court found in favor of the 
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Librarian of Congress and the Copyright Office, ruling that the exemption “fairly considered” the 
safety concerns raised by the plaintiffs and correctly applied the Copyright Act’s fair use doctrine 
[1]. 
 
Though the granted exemption allows ISOs and in-house technicians to bypass TPMs, it does 
not extend to the Section’s “anti-trafficking provisions.” As a result, it remains illegal for 
independent repair entities to distribute circumvention measures among themselves [31]. 
Additionally, while external repair entities can bypass TPMs to access software in a device, 
these copyright exemptions do not compel manufacturers to distribute the information or 
materials necessary to bring the device back functionality. Even if these exemptions are 
consistently renewed, larger policy actions are needed to enable effective ISO and in-house 
participation in the aftermarket. 
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Findings 
 
In the right to repair discussion for medical imaging equipment, a principal conflict among 
stakeholders is a disagreement over the more serious threat to patient safety: unregulated 
repair by in-house or independent technicians leading to potentially unreliable scans, or repair 
restrictions leading to prolonged equipment downtime and delayed diagnoses. The question 
posed by an expanded right to repair imaging devices is whether the current gaps in diagnostic 
care are outweighed by the risks of increased independent servicing. 
 
In response to proposed repair legislation, medical imaging trade organizations argue that 
broadened access to proprietary service manuals and software keys could lead to an 
unrecoverable loss in trade secret protection. They also claim that widespread access threatens 
vulnerability of sensitive device data through unmonitored ISO repair channels [11]. However, 
experts in medical device cybersecurity explain that OEMs “misrepresent repair as a 
cybersecurity concern to limit competition.” Device security professionals contend that accepted 
industry best practices for protecting against software vulnerabilities already exist and do not 
impact independent device maintenance [10]. In fact, a representative of Secure Repairs, a 
network of IT and cybersecurity professionals, remarked that Right to Repair reforms would 
actually improve HDOs’s ability to protect their own equipment; ISOs gaining access to service 
materials could reduce timelines for security patches, software updates, and monitoring of cyber 
threats [2]. 
 
Further, OEMs' concerns regarding losses in IP protection are largely unsupported by the FTC’s 
findings. Model right to repair legislation does not require any measures explicitly calling for the 
access to trade secrets: rather, frameworks only look to secure access to repair documentation, 
parts, and tools on fair and reasonable terms to enable third party servicing. With regards to 
safety in the larger repair industry, the FTC’s 2021 report found “scant evidence” to support 
manufacturer claims that repair restrictions are necessary to prevent unsafe servicing [6].  
 
The tension between the OEM perspective, fearing the potential risks of increased reliance on 
external servicing, and the pro-repair perspective, seeking to reduce delays in diagnostic care 
and treatment, is partially driven by conflicting stances on the existing safety risks of third party 
repair. To consider the benefits and risks of expanding external servicing through broader repair 
access, the FDA has both assessed and clarified their role in overseeing medical device 
maintenance. 

FDA Servicing Evaluation and Information Gaps 
 
Quantifying the safety risks of independent servicing of medical equipment is difficult due to a 
lack of uniform failure reporting requirements. In 2018, following the FDA Reauthorization Act, 
the FDA issued a report on the continued quality, safety, and effectiveness of medical device 
servicing. Based on “available objective evidence,” the FDA was not able to substantiate the 
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concerns of trade organizations in the medical imaging industry; they found that the evidence 
was “not sufficient to conclude whether or not there is a widespread public health concern 
related to servicing, including by third party servicers” that could justify changes in regulatory 
requirements [5]. The FDA reported that both OEMs and ISOs provided safe and effective 
servicing, validating that continued third party servicing and repair is “critical to the functioning of 
the U.S. healthcare system” [5]. 
 
Proponents of expanding repair access, including U.S. PIRG, rely on a key study by the 
Emergency Care Research Institute (ECRI) investigating 2.1 million device failure reports. The 
report observed that only 0.005% of those failures spanning the 10 years prior to 2016 could be 
attributed to improper service or maintenance. The report went on to conclude that their 
monitoring of medical device hazards did not reveal a safety issue with the servicing, 
maintenance, or repair of devices by ISOs or OEMs [10]. 
 
However, AdvaMed argues that this figure is misleading, citing the FDA’s MAUDE database for 
adverse events. They identify 4301 adverse events, including nearly 300 serious injuries and 40 
deaths, “associated with” inadequate third-party servicing and replacement parts [8]. Further, 
they argue that the 0.005% observance is underestimated due to a lack of mandated reporting. 
When contributing to public comment in the FDA’s review of device servicing, Tara Federici of 
Advamed underscored how the third party servicers’ voluntary reporting basis skews failure 
data. She emphasized that the absence of mandated adverse event reporting by ISOs “creates 
a gap in data, masking adverse events that are caused by improper servicing” [5]. This serves 
as the foundation for why trade organizations like AdvaMed and others support FDA oversight 
of repairs performed by “any entity” [8]. The FDA acknowledged similar information gaps in their 
2018 report, noting that a lack of recorded servicing and repair history complicates the ability to 
connect adverse events to specific repair entities [5]. 
 
This reporting disparity between OEMs and independent servicers exists because Medical 
Device Reporting (MDR) required by 21 CFR Part 803 only applies to manufacturers, importers, 
and user facilities, while excluding independent repair organizations [32]. Unlike 
remanufacturers, who must register their facilities and list the devices they handle as 
manufacturers do, entities that strictly provide servicing are not mandated to register with the 
FDA or list the devices they service [22]. Being separate from manufacturing and distributing 
entities, ISOs are voluntary reporting entities for adverse events [5]. 
 
The FDA reaffirmed this stance in their 2024 Final Guidance on Remanufacturing. They clarified 
that their regulatory oversight focused on remanufacturing, defined as activities that 
“significantly change a device’s performance, safety specifications, or intended use” [22]. 
Servicing, defined as activities returning a device to its original OEM safety and performance 
specifications, is not subject to the same scrutiny due to the lack of evidence of unsafe repair. 
From their 2018 evaluation on third party servicing, the FDA concluded that mandating ISO 
reporting “alone” could not address “fundamental questions” regarding third party servicing. For 
entities only engaged in servicing, the agency opted to continue to encourage voluntary 
reporting rather than mandate registration or reporting [5].  
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Repair Restrictions’ Impact on Rural Diagnostic Care 
 
Several rural hospitals in the United States exist in precarious circumstances. Between 2005 
and 2023, 146 rural hospitals have closed or stopped providing inpatient services, while another 
300 were considered to be at “immediate risk” of closing as of 2025 [33]. Rural HDO 
vulnerabilities are worsened by restrictive practices obstructing medical device maintenance. 
Repair restrictions disproportionately impact rural hospitals’ capacity to provide life-saving 
diagnostic care. Isolation from staffing supply and limited imaging infrastructure exacerbates 
delays and gaps in care caused by repair accessibility. 
 
OEM service ‘hubs’ tend to exist in urban environments where a greater amount of imaging 
infrastructure and repair demands exist for a larger patient base. When their diagnostic imaging 
devices such as CT scanners or MRI machines fail, rural hospitals are forced to wait on 
authorized technicians to travel from cities to their location if OEM servicing is needed to 
overcome a TPM-based restriction [2]. Though on-site BMETs may be capable of resolving 
issues, restrictions lead to extended repair timelines to accommodate the arrival of OEM 
servicers. U.S. PIRG’s 2026 survey of biomedical technicians quantified the aggravated delays 
observed in rural healthcare environments due to various repair restrictions, as represented in 
Table 1 below. 
 
Table 1. Representation of U.S. PIRG survey data from 222 biomedical equipment technicians 
(BMETs) experiencing delays in rural and urban healthcare environments due to various repair 
restrictions on medical devices [2] 

 

Type of Manufacturer Repair 
Restriction  

Percentage of BMETs 
servicing Rural Providers 
who Experienced Delays 

Percentage of BMETs 
servicing Urban Providers 
who Experienced Delays 

Software locks or passwords 83 61 

Restricted access to parts 53 38 

Restricted or inaccessible 
device-specific trainings 

 

54 
 

41 

Restricted access to 
diagnostic tools 

 

78 
 

66 

Restricted access to service 
manuals 

 

64 
 

57 

 
These delays are more severe for rural HDOs across the board, especially for the handling of 
software locks. This increase in more than 20% of rural BMETs experiencing delays includes 
radiological imaging device servicing, which requires software calibration to restore functionality. 
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Due to budget constraints, rural hospitals tend to maintain medical imaging equipment beyond 
the designated “End of Life” or “End of Service” dates. This results in an exaggerated 
dependence on local BMETs to keep the systems functional. The 2026 U.S. PIRG survey noted 
that 81% of rural technicians “often” service equipment that OEMs no longer support. In these 
situations, making the requisite tools for device diagnostics and repair for aging imaging 
systems is essential to the diagnostic operations of many rural hospitals [2].  

FTC Consumer Protection: John Deere Settlement 
 
In January 2025, the Federal Trade Commission (FTC), joined by several states, filed a 
landmark lawsuit against Deere & Company. They alleged that Deere had limited access to a 
fully functioning software tool to their own network of authorized dealers, restricting the ability for 
ISOs and farmers to repair Deere equipment. They argued that Deere’s implementation of these 
repair restrictions violated both Section 2 of the Sherman Act and Section 5 of the FTC Act 
[34,35]. 
 
The FTC’s complaint focused on how Deere employed these repair restrictions to “steer repair 
business” away from self-repair and independent repair entities and into their own dealer 
network. Deere’s restricted software tool offers essential diagnostic capabilities to identify and 
repair issues in the computer systems of their large tractors and combines [36]. By withholding 
this repair tool from farmers and ISOs, Deere forced their consumers to become reliant on 
dealer-authorized networks, resulting in increased costs and longer repair times [35]. 
 
While the FTC’s complaint alleged that Deere “willfully maintained monopoly power” in violation 
of the Sherman Act, their argument under Section 5 of the FTC Act pertains to the broader 
enforcement against repair restrictions across industries. Geared toward consumer protection, 
the Commission alleged that limiting access to the diagnostic software “harmed competitive 
conditions” in the aftermarket by unfairly disadvantaging equipment owners and ISOs [36]. 
Indeed, the Commission’s arguments were strong enough for the case to withstand Deere’s 
motion for dismissal; the FTC’s ‘digital gatekeeping’ of diagnostic software was accepted as a 
“plausible method of unfair competition” under Section 5. Additionally, Deere’s arguments to 
justify the restrictions, focused on safety and cybersecurity risks, were rejected by the Court 
[36]. 
 
In July 2026, the parties reached a comprehensive settlement agreement to obtain broader 
repair access for farmers. Under the terms, Deere is mandated to provide farmers and ISOs 
with the same resources they provide to their authorized dealers: manuals, schematics, and full 
access to the repair software. They are required to provide these materials on “fair and 
reasonable terms,” ordered not to discriminate against customers choosing external repair, and 
mandated to provide access to future repair tools as they are released [34,35]. Attaining broad 
access to repair resources for ISOs and farmers maintaining agricultural equipment represents 
the FTC’s capacity to successfully utilize Section 5 of the FTC Act to prosecute unfair methods 
of competition, especially with regard to digitally restricted tools.  
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Policy Recommendations 
 
Original Equipment Manufacturers (OEMs) have utilized restrictive technological protection 
measures and service contracts to control the medical imaging equipment aftermarket, resulting 
in costly diagnostic delays through prolonged equipment downtime. To support healthcare 
providers with the ability to contract independent and in-house technicians for more timely 
repair, policy solutions must address concerns regarding both safety and access to repair 
resources. Together, these recommendations will grant external servicers more access to 
effectively offer repair services to hospitals, decreasing device downtime while building 
transparency in the safety of third party repair through mandatory reporting requirements. 

1.​ Federal Legislation 
 
Similar to proposed “Right to Repair” legislation in the automotive, consumer electronic, and 
defense industries, facilitating more timely repair of medical imaging equipment can be 
accomplished through a comprehensive bill to compel repair access from manufacturers. 
 

1.​ Congress should pass legislation modeled after the proposed North Carolina House Bill 
752 to require original equipment manufacturers of medical imaging equipment to 
provide equipment owners and external servicers access to the software, documents, 
tools, and parts necessary to perform diagnostic, maintenance, and repair services on 
the equipment on fair and reasonable terms. 

 
In 2023, North Carolina introduced a piece of right to repair legislation for medical imaging and 
radiation therapy equipment [37]. To protect manufacturer interests while compelling access to 
repair resources, federal legislation should include similar provisions to those proposed by North 
Carolina. The North Carolina legislation notes that the bill “shall not be construed to require a 
[manufacturer] to divulge any trade secret,” and that manufacturers and authorized dealers 
should be not held liable for damage or injury that occurs due to independent servicing [37]. 
Another key inclusion that should be adopted in a federal bill is mandating manufacturers to 
provide the same training materials and courses to independent providers, which can help 
technicians safely service devices. This is especially helpful in rural environments, where 
technicians are maintaining devices beyond manufacturer support timelines [2]. By compelling 
repair resources for medical imaging equipment, legislation could allow in-house technicians 
and independent servicers to streamline device downtime by eliminating delays for obtaining 
service keys and access to calibration software. This meets specific clinical needs of imaging 
equipment, enabling external servicers to refunctionalize equipment using software tools without 
delay. 
 
Federal legislation specifically dedicated to obtaining repair access for medical imaging 
equipment would likely be more feasible than pursuing broader legislation for medical devices 
as a whole. Additionally, federal legislation would be the most direct way to address the 
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intellectual property and potential infringement considerations associated with a broadened right 
to repair. The Digital Millennium Copyright Act introduced above is a federal statute applying to 
much of the copyrighted software features of medical imaging devices. As such, it is only 
Congress that has the ability to provide permanent protections against infringement liability for 
technicians who must access copyrighted information [31]. 
 
While medical right to repair efforts are contentious due to patient safety implications, the Right 
to Repair movement in a more general sense has drawn significant bipartisan support. Senators 
and representatives on both sides of the aisle have introduced legislation to widen the right to 
repair in other industries, recognizing how repair restrictions contribute to disinvestment in rural 
areas and worsen the “digital divide” for marginalized communities [38].  
 
In the absence of federal legislation, state legislatures can implement repair reforms to build 
momentum for larger efforts. If states follow the example set by North Carolina and begin to 
introduce repair legislation targeted to specific classes of medical devices, more attention will be 
brought to the need for Right to Repair to improve patient care. These state-level efforts are 
largely supported by consumer advocacy groups U.S. PIRG and The Repair Association. In 
fact, the proposed legislation in North Carolina largely represents The Repair Association’s 
model state legislation to compel all relevant repair resources from manufacturers on “fair and 
reasonable terms” [20].  
 
Legislation can directly address the delays in diagnostic care as well as the burden of 
purchasing manufacturer-network service contracts. In addition to removing wait times currently 
observed when technicians request information from manufacturers, compelling access allows 
independent and in-house servicers to gain a stronger foothold in the aftermarket. Hospitals 
could more reliably utilize these entities for their equipment servicing contracts, dramatically 
reducing annual costs when compared to manufacturer-authorized networks [1]. This would be 
particularly impactful for rural healthcare providers who struggle to afford 
manufacturer-contracted servicing. As a whole, hospitals could operate more independently 
when seeking to refunctionalize repaired equipment, leading to improved wait times for patient 
scans. Manufacturers would be forced to loosen their control of the aftermarket but achieve 
protection from servicing liability in return. 
 
 
However, achieving federal repair legislation may not be very feasible in the near future. 
Legislative efforts for the right to repair medical equipment have only been introduced at the 
state level in the last few years, limited to North Carolina and Vermont [20]. Even other 
industries pursuing the right to repair without the burden of patient safety concerns, such as 
consumer electronics and farm equipment, have seen proposed legislation stall at the federal 
level [31]. Although the legislative path requires much more momentum through state-level 
initiatives to gain federal attention, the following two policy frameworks can help establish a safe 
and competitive repair environment and lay the foundation for future legislative action. 
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2.​ Expanded FDA Oversight 
 
The Secretary of Health and Human Services should make the following amendments to the 
code of federal regulations (CFR) parts governing external servicing of medical devices to 
mandate adverse event reporting and detailed servicing records associated with imaging 
equipment. 
 

1.​ Amend 21 CFR Part 807 to require all Independent Service Organizations (ISOs) and 
third party entities engaged in commercial servicing of medical devices to register as 
servicers with the FDA. 

2.​ Amend 21 CFR Part 803 to mandate reporting requirements for registered ISOs to 
submit Medical Device Reports (MDRs) for servicing-related adverse events, such as 
device malfunctions and patient injury. 

3.​ ISOs shall maintain and provide detailed servicing records to user facilities and OEMs 
under the quality system requirements under 21 CFR 820.200. These requirements 
include history of servicing, entities who serviced the device, dates and frequency of 
service, specific parts that were replaced or repaired, and device testing after servicing. 

 
Mandating adverse event reporting and more detailed servicing records through MDRs will allow 
the FDA to more comprehensively evaluate independent servicing of medical imaging 
equipment. Requiring ISOs to face the same regulatory scrutiny as OEMs in failure reporting 
and service history allows for trust to be built between the two entities, providing tangible 
evidence to hold ISOs accountable if faulty repairs cause device failure [8,31]. The FDA’s 
inability to link improper servicing to adverse events due to insufficient documentation is 
mitigated by this framework. Enhanced recordkeeping of service and repair logs creates a 
framework for tracing culpability that results in patient injury, easing liability concerns of OEMs 
and facilitating tort claims by affected patients [31]. These amendments would also allow for the 
more exhaustive collection of evidence to quantify the risks of widespread independent 
servicing; the FDA and federal government as a whole could have more reliable data to inform 
future action. Rural HDOs could benefit from these amendments as ISOs registered with the 
FDA would contribute to thorough servicing records for medical equipment reaching or 
surpassing End of Life status. 
 
For ISOs, these additional requirements would result in increased administrative burdens to 
maintain registration, which could cause barriers to entry for new 3rd party servicers. 
Additionally, the significant increase in servicing records and MDRs would place a strain on the 
FDA in analyzing these submissions and assessing any correlation between independent 
servicing and adverse events. While infrastructure exists for processing hundreds of thousands 
of MDRs from mandated reporters, immediate registration for an estimated 20,000 independent 
providers would require additional staff and resources [22]. The FDA indicates that a 
“collaborative community” with public and private stakeholders could set forth approachable 
reporting formats for smaller repair entities, enabling new registrants to meet these amended 
regulations [5]. 
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Some form of FDA involvement is essential to address the principal patient safety concerns that 
currently limit the medical device right to repair dialogue. By implementing this framework for the 
FDA to gather more detailed information regarding adverse events that may result from 
independent servicing, the information gap can be bridged to objectively examine the risks of 
widespread repair access. From there, either more stringent regulations to monitor the safety of 
independent servicing or confidence in pursuing legislation to expand repair access will be more 
supported by information gathered on imaging equipment servicing. 

3.​ FTC Enforcement: Prioritizing Consumer Protection 
 
Section 5 of the FTC Act, which provides enforcement authority over unfair or deceptive acts or 
practices, and modernized interpretation and enforcement of the MMWA would allow for 
effective enforcement against OEMs’ restrictive control over the equipment aftermarket. 
 

1.​ FTC Act Section 5: The FTC should exercise its authority against unfair practices by 
pursuing enforcement against specific repair-inhibiting practices of medical imaging 
equipment manufacturers. 

a.​ For medical imaging equipment, the Commission should enforce against OEMs 
that employ TPMs to disable repair access by withholding diagnostic, calibration, 
or servicing software. 

2.​ MMWA Interpretation Revisions: The FTC should revise its interpretations of the MMWA 
to clarify that TPMs requiring OEM-facilitated “reset” or “activation” to functionalize a 
product after repair constitutes a tying arrangement prohibited by Section 102(c). 

 
The Commission’s Nixing the Fix report and surveys of hospital repair technicians revealed how 
repair restrictions constitute unavoidable and “unwarranted risks” that Section 5 of the FTC Act 
is meant to protect against. Given the breadth of harm to patients relying on imaging devices 
and the severity of OEM aftermarket control, investigative efforts for Section 5 enforcement are 
warranted [6]. More stringent application of the MMWA’s anti-tying provision would prevent 
imaging device manufacturers from using TPMs to effectively tie OEM-servicing to the purchase 
of the device. The FTC’s commitment to devoting enforcement resources and investigation 
focus into MMWA and FTC Act Section 5 violations have been well-represented in action taken 
against manufacturing leaders in parallel industries, such as the landmark John Deere lawsuit 
under both competition and consumer protection statutes [30,34]. 
 
Since 2021, there has been more hesitancy and legal skepticism regarding their authority to 
engage in competition rulemaking. Additionally, while the FTC’s arguments against John Deere 
involved antitrust claims, meeting the standards of proving monopolistic control for imaging 
equipment manufacturers is less plausible, as acknowledged in their report [6]. However, 
focusing claims under Section 5 to pinpoint specific “unfair practices” that withhold access to 
critical repair information or tools provides an applicable approach for diagnostic equipment.  
Improved enforcement against OEMs’ essentially “tying” repair restrictions could open the 
market for independent repair. Denying access to service keys, diagnostic tools, and software 
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through warranties that lead to dependence on OEM service contracts is observed by 90% of 
independent technicians; revising interpretations of the anti-tying provision to account for TPM 
barriers could disincentivize these restrictions and lead to less obstruction to external repair [2]. 
 
This solution favors ISOs, including smaller entities looking to enter the market, allowing them to 
request and access repair materials with the threat of FTC enforcement behind them. HDOs 
could take advantage of the significantly decreased servicing rates of ISOs in the diagnostic 
imaging industry without fearing delays in functionality restoration [6]. However, modifying 
anti-tying provisions to govern TPMs presents more credible threats to OEM claims of trade 
secret vulnerability. Implementing these revisions on unfair withholding of repair materials would 
require a tenuous determination of what is required to support equal opportunity for repair. 
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Conclusion 
 
The current landscape of repair restrictions on medical imaging equipment has led to an 
unnecessary prevalence in delays. Prolonged timelines to restore diagnostic functionality of this 
equipment has direct impacts on patient care, jeopardizing the timely diagnosis and treatment of 
serious medical conditions. The FTC’s assessment of the manufacturer-dictated repair market 
found “scant evidence” substantiating the justifications for OEM repair restrictions that prevent 
independent repair. However, the FDA’s role in regulating the safety of imaging equipment 
following repair is complicated by a lack of evidence regarding potential connections between 
independent servicing and device failure. While recognizing gaps in diagnostic care and the 
potentially unfair control manufacturers leverage on the device aftermarket, policy solutions to 
expand repair access have been hamstrung by concerns over patient safety and potential 
exposure of intellectual property. 
 
Taking a comprehensive legislative approach offers the most direct avenue to expand access for 
repair entities, requiring fair and reasonable access to relevant repair resources as well as 
training materials specific to manufacturers. This could empower healthcare providers to 
minimize equipment downtime and make more timely diagnoses of emergent conditions without 
delays in servicing. Secondly, amending the FDA’s regulations surrounding independent 
servicer’s obligations to register, record, and report servicing activities and adverse events can 
allow for a more informed evaluation of safety threats. More uniform reporting requirements 
across servicing entities promotes transparency, creating avenues to monitor existing imaging 
equipment. Finally, revising interpretations of the MMWA and prioritizing FTC Act Section 5 
enforcement against overly restrictive TPMs will allow the FTC to open the market for ISOs. 
HDOs, especially in rural environments, will be able to utilize affordable service rates while 
ensuring proper access to necessary OEM-facilitated repair materials. 

Next Steps 
 
Future research can examine the environmental and waste consequences of limited repair 
access. When diagnostic imaging equipment maintenance is deterred by stilted OEM-servicing, 
this leads to older imaging systems becoming non-functional. Large parts of international device 
repair efforts stem from anti-waste initiatives, which are critical for medical imaging equipment. 
Additionally, research into the role of preventative maintenance from both OEM and ISO 
providers could demonstrate the opportunity to lessen the overwhelming costs of aftermarket 
repair. Approaches that prioritize preventative maintenance of diagnostic imaging equipment 
can prevent the need for expensive repair through OEM service contracts. 
 
In the long-term outlook for achieving a right to repair medical imaging equipment, ensuring 
access to training resources for independent servicing will be essential to benefiting hospitals. 
As medical imaging equipment continues to include more advanced software functionalities, 
creating reliable avenues to continuously train technicians on proper maintenance will be 
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essential. Additionally, a more uniform approach to determining liability for damage or injury 
caused by improperly serviced equipment is needed to protect both manufacturer and 
independent servicing interests. Currently proposed legislation features liability shields for 
manufacturers providing access to repair resources, but this poses a significant barrier to entry 
for independent servicers of medical imaging equipment. Providing a more thorough way to 
determine liability would benefit both manufacturers and third party service providers. 
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