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Background

● Bipartisan Agreement Data Privacy Bill is Needed
● Cambridge Analytica (revealed 2018) collected 87 million people’s 

personal information w/o their knowledge
● “Bounty Hunter” Live Location (revealed 2019) showed reporter 

acquiring people’s location easily from only phone number

● 116th, 117th, 118th Congresses all debated data privacy bills
● Most modern bills include an uncontroversial right to access, 

correct, and delete data.
● Other provisions and enforcement difficult to get agreement
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Current Status

● 119th Congress has Secure Data Act
● E&C Committee held hearing on bill, still in committee
● Industry groups and Republicans support
● Consumer rights groups and Democrats oppose
● Includes right to access, correct, and delete personal data
● Strong preemption clause, lack of data minimization, and lack of 

private right of action causing conflict



Sticking Points
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Notice and Consent vs. Data Minimization

● Notice and Consent  → company tells consumers data collected 
and must obtain consent before collecting data

● No Opt Out option required
● “Procedural Data Minimization”  Notice & Consent + data usage info→

● Substantive Data Minimization  company must limit data →
collection to necessary data to provide service

● Companies can request more data, but consumer can decline to share

● SECURE Data act is Procedural Data Minimization; unlike ADPPA 
and APRA, no Substantive Data Minimization clause is included
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Private Right of Action

● Data Privacy bills allow a federal government agency (FTC) and 
State Attorney Generals to sue for compliance

● Private Right of Action  → consumers can directly sue for relief
● ADPPA and APRA allowed this but no punitive damages
● ADPPA required 60 day notice to FTC and AG who may take over case
● APRA similar but allows no notice for “substantial privacy harm”
● Secure Data Act does not allow private right of action at all
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Preemption

● Preemption  federal law invalidates existing state laws→
● Different Types of Express Preemption

● “Relates to”: “deliberately expansive”, if state law at all related to federal 
law

● Currently, Secure Data Act uses this language

● “Covering”: narrower, only if state law is primarily covered by federal law
● ADPPA and APRA used this language

● “Inconsistency”: floor, only preempts state laws weaker than federal law



Stakeholder Positions
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Notice and Consent vs. Data Minimization

● Industry: Notice and Consent
● Businesses don’t need to invest time or resources to change data 

collection policies
● Unclear what is considered “necessary”

● Consumer: Data Minimization
● Forces companies to ensure they collect least amount of data needed
● Not using certain services may not be realistically possible
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Private Right of Action

● Industry: Against
● Potential Abuse w/ lawyers suing for monetary settlement

● Over 4k state lawsuits using wiretap laws for website privacy violations

● Inconsistent enforcement compared to FTC

● Consumer: For
● Ensures Enforcement Occurs

● Government agencies / State AGs may lack time / resources
● Agencies tend to pursue patterns / repeat offenders rather than individual cases
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Preemption

● Industry: For Broad Preemption w/ Secure Data Act
● Allows universal set of standards, ensuring businesses can comply 

without “patchwork”
● “Relates to” invalidates any currently passed stronger state law

● Consumer: Against Broad Preemption w/ Secure Data Act
● “Relates to” invalidates any currently passed related state law

● See: Telemarketing laws, Data Broker Registry laws, Cybersecurity laws, etc

● Hard to change federal laws later



Does the SECURE Data Act help Americans?
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Notice and Consent vs. Data Minimization

● Substantive Data Minimization is needed
● Most Americans depend on online services for their day to day lives

● Realistically, telling someone to not use apps needed for school / work will not 
work

● Stricter standards on larger / unavoidable services may work, but 
hard to implement in practice

● EU DMA designates “gatekeepers”, but still rough in practice
● Balance between easy compliance for small businesses and protecting 

Americans privacy must be struck, needs further research
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Private Right of Action

● Some sort of private action is needed
● Enforcement would otherwise be up to elected officials who may have 

different priorities
● Even when priorities align, funding or other issues may delay relief to 

the point that proper relief is impossible (shared too many times, etc)

● The exact details should be hammered out to prevent abuse
● ADPPA, APRA decent compromises, allows individuals to obtain relief 

while allowing government oversight to prevent abuse
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Preemption

● Preempting specific parts could be helpful
● Right to Access, Correct, Delete relatively standard, good candidate for 

“covers” preemption

● New Technology and Methods need testing before further 
preemption

● AI, Data Minimization, Private Right of Action should be experimented 
more to ensure a right balance

● Future improvements in Privacy Enhancing Technology may ensure 
easier compliance
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Recommendations

● Pass Secure Data Act if private right of action and substantive 
data minimization are added & preemption is weakened

● Without all three changes, the bill will effectively be a pass for business 
as usual, resulting in weak to no consumer protections

● States must continue passing data privacy laws
● States being “laboratories of democracy” well known concept
● Patchwork may not be optimal for businesses, but lack of federal 

compromise force patchwork as only solution to protect consumers



Thank you
Q&A
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