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The many uses of encryption…
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…and encryption’s many challenges
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Option 1: Compelled Assistance
• Obtain assistance from end user or a 

third-party (manufacturer, vendor) 
holding a key to encrypt device
• Biometric identifier, passcode, and 

technical assistance
• Benefits: easier accessibility, timely 

disclosure of encrypted data
• Trade-offs: due process challenges; not 

useful when suspect/victim is 
missing/dead
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Option 2: Design Mandates
• Require platforms and vendors to 

maintain a way to access plaintext
• Weakening encryption; 

backdoors; key escrow; 
regulating encryption usage; 
encryption export control
• Benefits: easier law enforcement 

access
• Trade-offs: significantly reduces 

technical security provided by 
modern encryption
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Option 3: Lawful Hacking
• Court-approved hacking by law 

enforcement to gain access to data on 
encrypted devices, in the cloud, or in 
encrypted communications
• Process: Warrant issuance, vulnerability 

discovery, exploit productization, 
deployment, and disclosure
• Benefits: many existing vulnerabilities to 

exploit
• Trade-offs: lack of clear rules, policies, and 

legal standards may harm stakeholders
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Stakeholder perspectives on policy 
options
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Recommendation 1: Develop 
Guidelines for Lawful Hacking
• Congress should establish lawful, court-authorized access to 

hacking tools in targeted circumstances
• The Department of Justice (DOJ) should adopt ethical use 

guidelines for lawful hacking
• DOJ should promulgate use guidelines to state and local law 

enforcement through a “center of excellence” (with NDCAC, 
FLETCs, and NCFI)
• DOJ should incorporate alternatives to accessing digital 

evidence into investigative techniques
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Recommendation 2: Strengthen 
Digital Evidence Capabilities
• DOJ and FBI should identify needs as they are “going dark”
• DOJ and FBI should establish digital evidence use guidelines
• Warrant request phase
• Prosecution phase
• Different requirements for classified evidence/methods
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Recommendation 3: Revamp the 
Vulnerabilities Equities Process (VEP)
• Congress should call on the intelligence community and 

Department of Justice to publish annual vulnerabilities 
equities process (VEP) reports
• VEP reform should include requirements on:
• Data issues
• Vulnerability acquisition and accountability
• Bug bounty programs
• Procedures for sharing vulnerabilities
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Recommendation 4: Accurately 
Measure the Impacts of Encryption
• DOJ and FBI should accurately report on the number of 

devices with these characteristics:
• Whose data are inaccessible by conventional means
• No other source to access data
• Data on the device is instrumental to the investigation

• FBI should architect, develop, and maintain agency-wide 
database of encryption products to assist in going dark 
efforts
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Recommendation 5: Publish an Emerging 
Encryption Technologies Study 
• Congress should call on the Government Accountability 

Office to evaluate emerging encryption technologies and 
publish study findings one year from its creation
• The National Science Foundation and NIST should host an 

encryption-breaking contest to determine best practices to 
approach future lawful hacking efforts and publish findings
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THANK YOU
Questions?

ZEYI LIN
zeyi.lin@gmail.com



Encryption Basics
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