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What we should actually be doing is thinking about what
are our key controls that will mitigate the risks. How do
we have those funneled and controlled through the team
that we have, how do we work through that in a well
formatted, formulated process and pay attention to those
controls we have chosen?

Dr. Chris Pierson
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Executive Summary

With the exponential rise of digital devices and systems, a mirrored rise in cyber threats
in the United States occurred. Successful or not, these attacks pose a serious risk to
every citizen. Data breaches have harmed and will continue to harm the livelihood of
millions of Americans through targeted harassment, stolen funds, ransomware, and
more. It is not difficult to find reports in any given month of a significant cyberattack.
Recent incidents include the attacks on Colonial Pipeline, Equifax, and SolarWinds [28-
30].

Current legislation and enforcement are ineffective. With the Privacy Act of 1974
drawing attention to data security, and passage of the first Federal Information Security
Modernization Act (FISMA) in 2002, it is clear the U.S. government tried to address
cybersecurity for decades. More recently with the 2014 FISMA revision and
establishment of the Cybersecurity and Infrastructure Security Agency (CISA) under the
Department of Homeland Security (DHS) in 2018, the U.S. government has fully
recognized the growing threats to information technology (IT) systems [8].

Even with the 2014 FISMA, compliance has been inconsistent at best with many federal
agencies continuing to be non-compliant — the Office of Personnel Management (OPM)
provides a clear example [27]. The agency’s weak IT infrastructure remained non-
compliant for years prior to its 2015 data breach. Attackers compromised millions of
fingerprints, Social Security numbers, and other significant personally identifiable
information of both public and private individuals possessing top-secret clearance. Now,
more than five years after the breach, audits by the OPM’s Office of the Inspector
General (IG) show continuing FISMA non-compliance.

Cybersecurity threats also changed since the introduction of FISMA, particularly with the
rise of the Internet of Things (loT) and connected devices. Classic models of perimeter-
based network defense are insufficient within a remote and wide-reaching organization
[37]. New models must be introduced and implemented with continuing improvements in
IT systems.

The following recommendations strive to address the strengthening of U.S.
cybersecurity and network infrastructure for modern threats and systems. One solution
may help, yet cannot repair the problems resulting from employment of weak IT
systems over many years without substantial resources spent to deter, detect, and
prevent cyberattacks. With the implementation of multiple recommendations, Americans
may be able to restore their faith in government protections and security of their
personal information.

1) Improved FISMA enforcement
FISMA enforcement should be improved through funding allocations and
improved audits. In the current FY2022 Department of Homeland Security
appropriations bill, increased funding for CISA mission support activites and
specifically audits should be allocated. Through the DHS and CISA, audits of IT
systems should be undertaken more frequently and thoroughly.
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2) Revise NIST Special Publication 800-207
The National Institute of Standards and Technology’s (NIST) Special Publication
(SP) 800-207 on Zero Trust Architecture (ZTA) should be revised in a few key
areas. These include legacy system information, deployment cases, and user
responsibilities. Integrating older systems with new technology and agency
regulations is a significant challenge, but one that can be achieved through
thoughtful revisions. The deployment cases and use cases described in this
publication are limited and lack the detail many agencies will find useful. The
NIST Information Technology Laboratory (ITL), who is responsible for the 800
series of publications, should solicitate revisions and release an updated
publication.

3) Allocate funding for IT services and small businesses
Through CISA or Congressional budget allocations, a consulting service for small
businesses should be implemented in CISA. With too many local and state level
IT systems vulnerable to cybersecurity threats, increased funding for IT services
across the U.S. government will help mitigate future threats. Smaller contractors
and businesses are also at higher risk, with as many as 44 percent of
cyberattacks targeting small businesses yearly. Implementing a consulting or
partnership service to help small businesses access to resources commonly
available to larger entities is essential for better threat prevention.

4) Require mandatory reporting
Requiring all U.S. government agencies, contractors, and critical infrastructure
companies to report significant cybersecurity incidents — from data breaches to
system attacks — will help contain possible damage and help ensure the accurate
and effective mitigation of future attacks. Setting a proper timeline, procedure,
and response policy are needed for an effective system.

The federal government is responsible for ensuring the availability of effective
cybersecurity public policies. With these recommendations, a stronger cybersecurity
infrastructure is achievable for current and future information systems.
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For as long as information storage existed, our protection of it has been increasingly
important. Since the creation of the first digital storage device in 1947 [1], we have
followed Moore’s Law to reach incredibly high volume and affordable storage today.
With an estimated 10 to 15 exabytes (one million terabytes) of data in one company’s
hands [2], the need for better information security is required now more than ever.

Moore's Law: Transistors per microprocessor

Number of transistors which fit into a microprocessor. This relationship was famously related to
Moore's Law, which was the observation that the number of transistors in a dense integrated

circuit doubles approximately every two years.
LINEAR LOG
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Source: Karl Rupp. 40 Years of Microprocessor Trend Data.

Figure 1. Moore's Law visualized [564].
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The cost of failure is
also increasing. As
described by IBM
Security in their 2020
report [3], the average
total cost of a data
breach in the United
States exceeds $8.64
million. With an
increase of more than
five percent from the
previous year, this
upward trend is
expected to continue.
However, IBM'’s study

Our World
in Data

World
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examined only corporations rather than federal agencies such as Department of
Veterans Affairs (VA). The VA hospitals are part of the most targeted industry for
cyberattacks. When including data breach costs from the government sector, it is even

more pertinent to improve cybersecurity
systems.

Successful attacks are primarily a result of
human error rather than software
vulnerabilities [4]. Although human error can
take many forms, simple solutions in system
infrastructure can mitigate large scale data
breaches. Either from users or administrators,
improper configurations or shortcuts taken
during work, a single error cannot be allowed
to dismantle or compromise an entire
network. Careful implementations of
segmented systems following zero trust

Segmented systems — n., a virtual
process that creates address spaces of
various sizes in a computer system,
called segments. Each segment is a
different virtual address space that
directly corresponds to process objects.
When a process executes,
segmentation assigns related data into
segments for faster processing. The
segmentation function maintains a
segment table that includes physical
addresses of the segment, size, and
other data.
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architecture principles is the solution. However, the question is not if data breaches will
happen — the question is how we can effectively mitigate the risks.

By implementing the recommendations described here, the effects of a single system
breach may be significantly reduced across U.S. Federal agencies and corporations.
This will effectively reduce the cost per data breach, encourage better cybersecurity
practices, and compartmentalize systems into manageable segments. Individual errors
will not be able to compromise an entire network.

This paper describes the information important to understanding the motivation and
background of U.S. information system security. This paper will also describe current
system requirements and recommendations along with factors influencing the
vulnerability of cybersecurity systems. Recommendations moving forward will be
presented in detail, with discussion of effectiveness and ease of implementation.
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1. Background

To understand both these policy recommendations and motivation for minimizing
human error in IT systems, a brief yet foundational background is important. This
section describes current legislation influencing U.S. information technology (IT) system
implementation and the structure of standards and enforcement.

1.1 History of information security

While entire textbooks can be written on the history of information security, this section
gives an overview of important legislation relating to modern digital storage and access
systems. It is first useful to define an information system, data storage system, or IT
system, which will be used interchangeably for the purposes of this paper. Encyclopedia
Britannica defines an information system as “an integrated set of components for
collecting, storing, and processing data and for providing information, knowledge, and
digital products” [5]. In other words, information systems manage the storage and
retrieval of data.

Perhaps the first piece of legislation impacting current systems is the Privacy Act of
1974. As a result of Watergate and in an effort to restore trust in the government, a
report from the then Department of Health, Education, and Welfare (DHEW) described
risks to privacy from the increasing use of electronic IT systems. Using this report as a
backbone for the 1974 act, Congress established a Code of Fair Information Practice for
the collection, retention, and disclosure of an individual’s records.

The DHEW report was instrumental in early
national and international cybersecurity policies

For context, one of the authors of
the DHEW report is recognized as

and legislation [6]. Using a “code of fair the founder of the field of
information practices”, the authors of the report set | jnformation security and would find
the foundation of our current system which uses, critical vulnerabilities in the then

in part, Federal Information Processing Standards | called ARPANET (now Internet) [7].
or FIPS.

More recently, Congresses passed two key 2014 acts focusing on IT security and
management. The Federal Information Security Modernization Act of 2014 (FISMA)
establishes roles and responsibilities for federal agency information technology security
[8]. Broadly, this revision of the original 2002 act gives more power to the White House
Office of Management and Budget (OMB) and requires agencies to implement
standards set by the National Institute of Standards and Technology (NIST). The
organizational hierarchy set by FISMA is described in the next section.
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The second act, The Federal Information Technology Acquisition Reform Act of 2014
(FITARA), expands the role of Chief Information Officers (ClOs) in managing IT
investments [9]. With this act, CIOs have increased oversight in IT acquisitions and
work closer with the OMB for IT investments and risk management.

In addition to these two cornerstone acts, a few other important and recent federal
documents have been published. This includes the NIST Special Publication (SP) 800-
53 on Security and Privacy Controls for Information Systems and Organizations (rev. 5,
Dec. 2020) and Executive Order (EO) 14028 on Improving the Nation’s Cybersecurity
(May 2021) [10][11]. NIST released the first version of SP 800-53 in December of 2006,
and previous administrations have discussed many topics in EO 14028 for years [12].
These actions illustrate the importance of information security to the U.S. government.

The Cybersecurity and Infrastructure Security Agency Act of 2018 established the
Cybersecurity and Infrastructure Security Agency (CISA), a resource for U.S. agencies
and other federal systems. While CISA along with the previously discussed laws,
publications, and executive orders influence implementation of protections for current IT
systems, many U.S. agencies retain partial autonomy over their systems. For instance,
the VA manages the IT systems between their network of hospitals [13].

More specifically related to zero trust (ZT)
systems, the Defense Information Systems
Agency and the Department of Defense
(DoD) published their work on a “black
core” enterprise security strategy in 2009.
Taken with the work of John Kindervag in

About CISA:

CISA publishes, maintains, and helps
distribute/integrate its National
Cybersecurity Protection System available
for the Federal Civilian Executive Branch

2004 on the de-perimeterization of IT
systems, the foundations of ZT systems
were created [15]. Section 2.1 discusses
ZT systems and zero trust architecture
(ZTA) in detail.

Although information security has been

and other federal entities. CISA can also
provision additional technical capabilities
for improved security and threat detection
[14]. This agency contains the technical
core and expertise for U.S. cybersecurity
moving forwards.

detailed, documented, and discussed for many decades, this background provides an
overview of legislation relating to IT systems and security. From the adoption of
computer systems by the federal government to recent EOs, this topic is constantly
changing and evolving. The revisions, discussions, and context for much of the
legislation described above could not be effectively addressed in this brief background.
The references following this paper provide additional information and context.
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1.2 Current organizational hierarchy and standards

Two documents which describe the authority and hierarchy of current federal
information systems are FISMA and OMB Circular A-130. FISMA (2014 revision)
establishes the roles and responsibilities for federal agency IT security and OMB
Circular A-130 establishes general policy for the programming, planning, budgeting, and
execution of federal IT

resources [8][16]. The Legislation
organizational system 4 '_1

described by the
following text
originates from these
two documents.

Regulation
(OMB/GAOQ)

Guidance

While agency heads (NIST)

are ultimately
responsible for IT
security, they may
delegate
responsibilities. Even
with partial autonomy,
every agency must
follow guidance issued
by the OMB and
standards published by
NIST when
implementing their IT systems. This structure is shown in Fig. 1. It should be noted that
SP 800-26 (Security Self-Assessment Guide for Information Technology Systems,
2006) is superseded by FIPS 200 (2006) and SP 800-53 (2020), both published by
NIST and detailed further in the Appendix [10][18].

Regulatory
Responses |

01130c

Figure 2. FISMA organizational hierarchy [42].

The DHS is also authorized to help agencies comply with OBM and NIST publications.
As part of this compliance, each agency head or inspector general must produce an
annual cybersecurity report. SP 800-53 (Security and Privacy Controls for Information
Systems and Organizations) outlines an exhaustive list of suggested security controls
possible for FISMA compliance [10].

More recently, agencies have been encouraged to use services provided by CISA in
their IT security framework. For example, the Department of Veterans Affairs Office of
the Inspector General recently reported on the risks in VA systems [19]. These risks
may be mitigated and reduced by CISA cybersecurity provisioning as suggested in a
recent Congressional Research Service (CRS) report [13].

In addition to NIST standards, the DHS may issue Binding Operational Directives
(BODs) for federal agencies to implement. With the purpose of protection and security
of federal information and IT systems, these directives are mandatory for federal
agencies under FISMA with notable exceptions for national security systems. At an
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agency level, additional policies, standards, and directives may be issued by the
director or ClO. These may include contract security handbooks, reporting procedures,
and more.

An overview of a few key NIST publications and DHS BODs referenced later in this
paper can be found in the Appendix.
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2. Current Regulatory Environment

This section will describe the effects of current regulations with an emphasis on system
weaknesses and their effects. While significant legislation such as FISMA and FITARA,
or important standards like SP 800-53 have improved IT systems at many agencies, too
many vulnerabilities continue existing that should be mitigated with targeted solutions.
This section specifically investigates how segmented and ZT systems reduce the risk of
large cybersecurity breaches.

2.1 Defining zero trust systems

Before providing the NIST definition of a ZT system and ZTA given in SP 800-207, it is
helpful to understand the now outdated prevailing security approaches. In these
approaches, an agency or organization focuses on perimeter defenses. This includes
but is not limited to a firewall or air-gaped system (a system not directly connected to
outside networks). For some applications and organizations, this model is sufficient and
effective. For example, it is common for data servers to have a secure physical
perimeter and equally secure or more secure network firewall.

These perimeter-based systems are not without their flaws. Particularly, lateral system
movement is generally unhindered and perimeter definition is vague. In short, once the
perimeter is compromised or breached in a traditional network system, attackers can
extract significant amounts of data without further trouble. Every connected system
needs to be as secure as every other because the entire architecture is only as strong
as its weakest link, like the chain cliché. As an example of this drawback, the recent
attack on Equifax’s systems highlights what can go wrong. Through one insecure web
portal, near unhindered lateral network movement inside Equifax’s firewall became
possible and was exploited.

Another drawback which has recently become more impactful is the vagueness of a
system’s perimeter. With enterprises operating several internal networks, remote
offices, cloud services, and off-site workers, expanding and defining a perimeter
becomes increasingly difficult. Additionally, the rise of Internet of Things (loT) devices
and personal networking devices (phones, watches, tablets, etc.) increases the attack
surface of a network. The more trusted devices, the more points of attack.

Ultimately, perimeter-based networks rely on implicit trust based on network location
and single, static defenses over a large network segment. Thus begins initial work in
defining and developing the next steps in network security: de-perimeterization and
ZTA. Federal interest in de-perimeterization began with the Defense Information
Systems Agency and the DoD nearly two decades ago.
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After the DoD report on “black core” enterprise security strategies, FISMA laid out
guidelines and structure encouraging the move to ZT systems that do not rely on a
single, secure, perimeter. With SP 800-207 published in August of 2020, ZT and ZTA
were given clear definitions as follows [20]:

Zero trust (ZT) provides a collection of concepts and ideas designed to
minimize uncertainty in enforcing accurate, least privilege per-request
access decisions in information systems and services in the face of a
network viewed as compromised. Zero trust architecture (ZTA) is an
enterprise’s cybersecurity plan that utilizes zero trust concepts and
encompasses component relationships, workflow planning, and access
policies. Therefore, a zero trust enterprise is the network infrastructure
(physical and virtual) and operational policies that are in place for an
enterprise as a product of a zero trust architecture plan.

In short, ZT systems and ZTA assume no implicit trust and treat the network as
compromised or breached regardless of the current network status and is illustrated in
Fig. 3. This type of network provides significant benefits to current systems and threats.

Most notably,
Traditional Zero Trust Defense Focuses
data breaches Single Perimeter Defense on Resource Protection

are significantly

less likely and %
when they do m 47

occur, they cost
significantly less.
ZT systems
achieve this
benefit by
hindering lateral
movement in a

In
NO TRUST ZONE,
never trust, always
verify first!

Implicit
Trust Zone

L4 Much smaller
- Implicit Trust Zone

-
L I

INTERNET INTERNET
system,

requiring

additional Figure 3. Zero-trust network comparison [47]

precautions in data
access, and segmenting enterprise networks.

ZT systems and ZTA are not static definitions for every network. Depending on the
sensitivity, risks, scale, and more, implementations of ZTA can vary in significant ways.
For instance, the database of emails the Library of Congress uses for legislation
updates requires different protections and standards than the Social Security
Administration or the Internal Revenue Service.
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2.2 Effects of current legislation

No legislation can entirely prevent a successful network breach. However, with sound
policies and effective standards, FISMA, FITARA, and related legislation have
significantly impacted U.S. cybersecurity systems in recent decades. As will be clear
shortly, FISMA and FITARA have strengthened U.S. agency IT systems against
malicious actors, both foreign and domestic.

FISMA was originally passed in 2002 and updated in 2014. While the Privacy Act of
1974 required U.S. agencies to protect personal information, this law lacked the detail
FISMA was written to address. FISMA requires federal agencies and contractors to
address 14 specific topics in their IT systems. These topics include access controls,
incident response, system and communication protection, and more.

Throughout the history of FISMA, agencies have been updating their IT systems. The
IG of each agency also releases an annual report detailing FISMA compliance. This
includes weaknesses in cybersecurity infrastructure and suggestions for improvement.
Thus, it is possible to track compliance and cross reference the IG reports with
disclosed data breaches by agencies and contractors.

Through the 1G reports, the effects of current legislation can be illustrated. Without
detailing every agency or department, two examples are given that describe the findings
from the IG reports and the changes in IT systems. The first example is from the Office
of Personnel Management (OPM) and the second is from the VA.

As far back as 2007, and particularly between 2012-2015, IG audits of OPM networks
described serious concerns in system implementation and FISMA compliance. OPM
systems and databases did not meet criteria satisfactory to many of the domain areas
reviewed. The reports were not all negative, with some NIST standards implemented for
FISMA compliance. The 2020 IG audit of OPM shared a more promising outlook on IT
systems. With an overall maturity level of “Defined,” this report shows improvements
from the past five years, particularly in incident response and risk management.
Although encouraging, the OPM has yet to implement several FISMA requirements in
contingency planning and information security continuous monitoring; therefore,
significant work remains for data protection and privacy [26].

The second example is from the VA. From its 2020 report, the IG’s office noted
improvements in the centralization of control functions, better boundary protections and
network threat monitoring techniques, a new governance, risk, and compliance tool, and
more [19]. However, almost two decades after the first FISMA bill passed, the VA
remains partially non-compliant in FISMA requirements. The |G noted many of the
recently implemented controls need time to mature and demonstrate evidence of their
effectiveness. Unfortunately, this time is something the VA and the veterans they serve
may not have.
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When discussing the impact of legislation, successful implementation is more difficult to
track than unsuccessful implementation. This is especially true with cybersecurity
systems where the less active the network, the better the system (in general). The
difficulty of tracking the effectiveness of FISMA in thwarting possible attacks is
compounded with the consistent rise of cyberattacks in the past two decades. These
factors make it nearly impossible to determine with certainty FISMA’s effectiveness.
Nonetheless, it is clear that agencies and government contractors worked on steps to
consider their IT infrastructure and IT security since the early 2000’s.

2.3 Human error in information system breaches

As much as 88 percent of data breaches result from human error as found in a recent
joint Stanford University and Tessian cybersecurity firm study [4]. Either as a direct or
indirect consequence from any number of possibilities, the oversights, weak passwords,
system configurations and more set by individuals have caused billions of dollars in
damages with countless lives being affected. Without describing every way that human
error compromises systems, this section will consider a few examples of recent
breaches as a representation of data breaches in general.

As a first example, take a series of data breaches disclosed by the OPM in July of 2015
[27]. These breaches compromised the personally identifiable information of
approximately 20 million American citizens, costing U.S. taxpayers an estimated half a
billion dollars. These breaches are also more significant than the numbers might
suggest due to the sensitivity of the data stolen. The OPM data breach contained the
records of individuals entrusted with top security clearances with access to top secret
information, providing an avenue for future, more severe, data breaches.

An interesting and unfortunate fact of this breach is the history of poor FISMA audits of
the OPM. From 2012 to 2015, the IG’s audits revealed serious gaps in IT security each
year. Eleven of the internal systems operated without valid authorization requirements
and attackers were able to move through the network after the initial compromised entry
point. From the reports before and after the OPM data breach, it is clear the policies
FISMA set forth were insufficient in stopping the leak.

Another, more recent example is the SolarWinds data breach (timeline shown in Fig. 4).
In short, malicious actors accessed SolarWinds’ system, inserting code into a seemingly
secure regular update to a network monitoring software published by SolarWinds.
Approximately 18,000 customers downloaded and installed this code, opening a
backdoor to the monitoring software and, thus, the entire network. A few notable U.S.
agencies affected by this hack included the Treasury, Justice, Defense, and Energy
Departments [28].

This breach is especially concerning because it went undetected for months in agencies
that effectively implemented FISMA policies and NIST/DHS standards. CISA, the
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FEBRUARY 2020
Attackers insert back door

Attackers first into Orion software update
access SolarWinds o wareup DECEMBER 12, 2020
Attack disclosed
Follow-up attacks on
selected victims begin

) -0 ()00 G0

SEPTEMBER 4, 2019

MARCH-APRIL 2020

Victims unknowingly
download malicious software

Figure 4. SolarWinds breach timeline [55].

agency tasked with many cybersecurity software suites for the U.S. government, was
also compromised by the SolarWinds breach. The detection systems used by CISA and
other agencies primarily depends on known attacks and finding matching code in
internet systems, not new attacks like SolarWinds in trusted software. Once the
attackers installed and activated their backdoor, near uninterrupted network access was
provided to them.

The Colonial Pipeline breach is another example of a recent cyberattack. Thought to
originate from a bad network configuration, the company responsible for 45 percent of
the gas and jet fuel delivery on the United States’ East Coast suffered a ransomware
attack early May 2021 [29]. The pipeline company ultimately paid a cryptocurrency
ransom of over $4 million. Even a month after the attack, the IT infrastructure was not
fully restored.

In a May 2021 Senate Armed Services cyber subcommittee hearing, Pentagon officials
were questioned on how to prevent another infrastructure ransomware attack.
Witnesses testified that the hack was not required to be reported to the Pentagon, DHS,
or other agency. This lack of notification was not exclusive to the Colonial Pipeline
breach; SolarWinds also did not provide notice to affected customers.

The final example is the September 2017 Equifax data breach in which the personal
information — amounting to terabytes of data — of 147 million people was exposed [30].
With an unknown long-term cost and a $425 million settlement, this breach may be the
worst in the last five years. From a known but unpatched vulnerability in Equifax’s web
portal, attackers were able to enter their network and move between servers freely due
to a lack of network segmentation. Equifax did not publicize the breach until more than a
month after they detected the intrusion, like the SolarWinds and Colonial Pipelines
breaches.

From the described examples of significant data breaches inside U.S. government
agencies, in government contractors, and corporations affecting millions of U.S.
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citizens, it is clear that human error has significant cost. Due to the lack of network
segmentation, the lack of FISMA compliance, and ultimately taking an outdated
approach to network security, multiple IT systems were breached in significant and
long-lasting ways.

2.4 Economic impact of action

The cost of both action and inaction are considerable. The goal, of course, is to
minimize the cost of action relative to inaction with the hope of no network security
breaches. The general tradeoff of action and inaction is discussed in this section.

As stated previously in the 2020 IBM security report, the U.S. suffered an average cost
per data breach of $8.64 million over the hundreds of tracked breaches with an
expected increase over the next years. Eighty percent of these breaches contained
customer personally identifiable information which is likely to further increase the price
per breach for every subsequent year.

This IBM report did not directly factor in mega-breaches like Equifax or SolarWinds (in
the respective years reports) which have costs in the hundreds of millions of dollars.
Many consider these costs too high and demand action. These calls have not gone
unnoticed, with Equifax investing over one billion dollars to improve their cybersecurity
infrastructure. Whether to help restore customer’s trust in the company or for a genuine
concern for future breaches, the cost of action by Equifax proved substantial.

However large the cost of action, the cost of inaction will always be greater. An
increasing number of local governments and municipalities are updating their
infrastructure to modern systems. As opposed to primarily analog controls and
functions, infrastructure is moving to digital connected devices. From the electric grid to
water supply, digital controls are becoming more common.

With this move comes risks. If IT control and security systems do not change with
modern infrastructure systems, significant vulnerabilities will be present at the most
fundamental levels. Not acting to improve these systems will incur too high of a price if
the water supply, electricity grid, or other services are compromised. Investing in
sensible and effective cybersecurity technologies and training are necessary to mitigate
and eliminate fallout from inaction.
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3. Recommendations

Both the U.S. government — including its contractors and subcontractors — and the
private sector must improve their information technology infrastructure by implementing
zero trust systems and zero trust architecture to mitigate risks from current and future
cybersecurity threats. Current systems too frequently contain outdated assumptions and
system configurations for modern attacks, and the prevalence of human error is too
significant to not be contained. The remainder of this section will detail specific
recommendations, paths for implementation, and costs associated with each path.

3.1 Improved FISMA enforcement

The OMB should allocate additional funding for CISA, specifically in their auditing
services. With effective audits, agencies can detect and mitigate vulnerabilities in their
IT infrastructure. Even after nearly two decades of FISMA, many U.S. departments and
agencies are not completely FISMA compliant. The noncompliance issues as discussed
are not exclusive to the OPM and VA. |G reports from many agencies have shown, on
average, an increasing degree of compliance and stronger networks on average, but
this is not sufficient.

3.1.1 Objectives and impact

While the goal for IT systems and networks is to become more in-line with FISMA
directives and NIST standards, more specific objectives are necessary. Agencies must
closely consider broad scale cybersecurity without necessarily implementing the bare
minimum to satisfy requirements. With the proposed recommendations, a shift in
mindset for agency security is encouraged for continued success in system
management.

Without undercutting necessary cybersecurity funding, consequences to encourage
FISMA compliance are necessary. For these entities to effectively implement strong
cybersecurity networks, funding for IT systems is required. Removing funding year after
year for non-compliance contributes to a positive feedback loop harmful to both the
agency and the government as a whole. The OMB should help agencies and other
entities with compliance rather than punish non-compliant groups.

An additional key objective for improved FISMA enforcement is better auditing by DHS
and more specifically CISA. Currently tasked with assisting other agencies in their
cybersecurity systems, CISA analyzes the network security of a requested agency at a
particular point in time (as opposed to tracking network performance). These audits
should be timelier and more effective for all IT systems.

The impacts of improving FISMA enforcement will be immediate and significant.
Perhaps the most significant is stronger cybersecurity systems. With many agencies still
lacking in implementing FISMA requirements, it is clear that with better enforcement the
minimum standards will be met, and a better national IT infrastructure will result.
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3.1.2 Implementation

Due to a combination of insufficient staffing and growing cybersecurity networks, the
request for audits cannot meet the current capacity to perform these audits. This
mismatch is causing an increasing backlog of audit requests. Especially as more
devices and users are connected or added to federal systems and networks, the
complexity of any given audit has risen accordingly. The main way to know what to
improve in an IT system is knowing what is broken — which is addressed through these
audits.

Through an addition to an allocations bill, increased funding should be given to both
DHS as a whole and CISA in particular to conduct cybersecurity audits and provide
recommendations to agencies on system improvements. The exact allocations may
need an independent investigation to determine how many more staff and resources are
required to match or exceed demand. The current FY2022 Homeland Security funding
bill has allocated $2.42 billion for CISA, broken into multiple categories [43]. For
“mission support activities,” which includes auditing, only three million dollars have been
allocated.

The Homeland Security subcommittee should revise their proposed budget and
increase allocations for mission support activities and more specifically their auditing
program. At least an additional $2 million should be allocated for effective auditing in the
support of FISMA enforcement.

As briefly described in this document’s appendix, BOD 19-02 requires agencies to
review and mitigate vulnerabilities found by DHS within 30 days of notification. The
current development of

technology, software, and CYBERSECURITY ()
security too frequently

& INFRASTRUCTURE D

q

outpaces the auditing and RESSIRETINIHCY 10y
mitigation timeline. With CYBER HYGIENE SERVICES

an increase in the abilities
of CISA through greater
allocations, federal Reducing the Risk of a Successful Cyber Attack

agencies can manage
FISMA requirements and Get Started
IT system cybersecurity. Email us at vulnerability_info@cisa.dhs.gov= with the subject line

“Requesting Cyber Hygiene Services” to get started.

Figure 5. CISA audit request [56].
3.2 Revise NIST

Special Publication 800-207

NIST SP 800-207 was written with the purpose of defining ZT and ZTA along with
providing general deployment models and use cases. While providing a definition with a
few examples is a good start, this guidance does not go far enough in detail in a few key
areas. These areas include legacy system information, deployment cases, and
responsibilities.



SECURING SYSTEMS AGAINST MODERN THREATS | 15

3.2.1 Objectives and impact

It is commonly known that the U.S. government operates a wide variety of legacy
systems, from the federal to municipal level. Whether outdated software or hardware,
thousands of these older systems are in use. Implementation of ZT systems is much
easier when built from the ground up. Analogous to smart cities where many devices
communicate between each other in a wide connected network, converting outdated
infrastructure to modern technology is harder than integrating smart systems into new
development. This applies to legacy systems as well.

SP 800-207 should better address integration examples, procedures, and
implementations for legacy systems across federal and state entities in their transition to
modern cybersecurity practices and ZTA. This publication should include specific
guidelines for a variety of legacy systems in their move to ZTA. Although not all legacy
systems can directly integrate into a ZT system, additional protections can be included
to more closely resemble ZTA. Including specific implementations and procedures for
legacy systems will help local governments and federal agencies more quickly and
effectively adopt ZT systems and policies.

An additional revision important to consider is improving the descriptions of the given
use cases or deployment cases. This publication gives an overview of the network
model rather than guidelines for implementation. In future revisions to SP 800-207, use
cases should be more general with clear methods for implementation in each case. By
including the suggested revisions, agencies and enterprises can save time and money
when moving to a ZTA.

Finally, revisions to this publication should more clearly detail the individual or
individuals responsible for implementation of ZT systems and ZTA along with giving
them the influence necessary for implementation. FITARA expanded the reach of ClOs
in an agency’s IT systems for more centralized and clearer IT monitoring and policy. SP
800-207 acknowledges the Federal CIO Council yet does not give mention of
responsibility in the document.

By meeting these objectives in subsequent revisions of SP 800-207, more useful and
applicable information can be given to U.S. government entities in their move to the next
generation of cybersecurity policy. With ZT systems becoming more prevalent, possible
large-scale breaches can be effectively contained and stopped. Insider threats,
unimpeded network access, and more will become insignificant issues in a ZTA system.

3.2.2 Implementation

More detailed deployment guidelines would considerably help agencies in implementing
ZTA for their systems. SP 800-207 gives five deployment scenarios for enterprise
environments with only a few paragraphs of description dedicated to each scenario, and
little to no mention of legacy systems. The Information Technology Laboratory (ITL) at
NIST should include a new section on legacy system integration, expand the use case
examples, and include more detail to help implement the use cases.
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As legacy systems are difficult to define due to their large variety, overarching
integrations need to be addressed. Specific firewall and router configurations, detailed
network segmentation procedures, and even isolation techniques should be written into
the revision. Not all legacy systems can directly integrate securely with modern
technology, so the operation of multiple or isolated networks would not be uncommon.

The given use cases in SP 800-207 are both too narrow and not specific enough. ZT
systems should not be limited to a set number of cases. ZTA looks to replace outdated
models of perimeter-based network security, so it makes the most sense for every
system to implement a ZT model. Changing the phrasing and general tone of this
publication from an overview of ZT systems to be more inclusive of every IT system will
help government entities in their ZTA approach.

Revision of this publication should describe who is responsible for ZTA implementation
and subsequent monitoring associated with good ZTA policy. EO 10460 attempts to
patch the lack of stated responsibility by requiring the head of each agency to develop a
plan for implement ZTA within sixty days of the date of the order (middle of July) [11].
However effective this order is, NIST should revise its publication to assign
responsibility for ZTA implementation.

A future administration is unlikely to prioritize removing policies in EO 10460. However,
including specifics from NIST congregates and solidifies responsibilities. To implement
the revisions discussed, a thorough processes is needed by NIST and specifically its
ITL. The ITL is responsible for the 800 series of publications and ultimately SP 800-207.
The current director of the ITL, Charles Romine, should be notified of proposed
revisions for further discussion.

3.3 Allocate funding for IT services and small businesses
Better cybersecurity systems require better funding. Across the U.S. government, IT
services are underfunded and understaffed. This is clear from the lack of FISMA
compliance along with analyzing budget allocations. Additionally, hundreds of
government sub-contractors are small businesses that lack the support of large IT
departments and thus have generally weaker cybersecurity systems. As of 2015, as
much as 43 percent of cyberattacks target small business, with an increasing upwards
trend following [32]. Small businesses also account for thousands of subcontractors,
with one large aircraft manufacturer working with 12,000 small businesses [33]. Through
the OMB or Congress, funding should be allocated to U.S. government IT services and
programs to support the IT services of small business.

From software to personnel, significant appropriations are needed to operate IT
systems to their best capacity, especially with ZT systems. A key part of ZTA is sensors
to monitor network traffic at multiple points and in multiple network layers. To efficiently
mitigate threats and maintain usual network use, software suites are used to monitor
and respond to sensor data faster than a standard IT professional. Installing,
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configuring, and analyzing data from these sensors is expensive, but an expense
worthwhile for maintaining effective security systems.

3.3.1 Objectives and impact

The primary goal of targeting IT services and small businesses is to help provide
support commonly found in large and well-funded IT departments to agencies and
businesses without the capability for current significant investment. Especially with the
increasing prevalence of ZT systems, more resources are needed to monitor and
respond to threats.

By allocating more funding in these areas, IT services from the federal to municipal level
have a significantly higher
ability to adequately
respond to cybersecurity
threats and network
monitoring. Through more
staffing and better software
resources, smaller
departments can handle
larger threats.

A key objective is also
vulnerability recognition

and mitigation. With a wide

Variety of Cybersecu r|ty OSHA's On-Site Consultation Program offers no-cost and confidential occupational
. safety and health services to small- and medium-sized businesses in all 50 states, the
th reatS and pOIntS Of District of Columbia, and several U.S. territories, with priority given to high-hazard
attaCk, the ||ke||h00d Of a worksites. On-Site Consultation services are separate from enforcement and do not result
in penalties or citations. Consultants from state agencies or universities work with
Sma” IT department employers to identify workplace hazards, provide advice for compliance with OSHA

recognizing and closing all standards, and assist in establishing and improving safety and health programs.
holes in their network is
minimal. Having a U.S. Figure 6. OSHA consultation program [48].

agency be able to help
small businesses identify and protect against system vulnerabilities will significantly
impact and improve cybersecurity in America.

3.3.2 Implementation

Taking a methodology from the Occupational Safety and Health Administration (OSHA),
an investment in consultation services for cybersecurity systems offered by CISA should
occur. OSHA partners with private companies to inspect businesses and provide
recommendations for OSHA compliance. For small businesses, this service is of no cost
provided they implement all recommendations. Transferring the same concept to CISA
allows for an increase in secure IT systems for small businesses without incurring
significant costs by the small business.

Either with increased allocations from Congress or by using a portion of the current
CISA budget, programs for small business cybersecurity network consulting should be
implemented following a similar model to OSHA. The initial focus should be with
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contractors and subcontractors on ZTA, with an expansion to more entities and overall
network infrastructure after a successful rollout.

Strengthening the IT foundations of U.S. entities will have direct and significant benefits
for cybersecurity. Less successful attacks, less severe breaches, and a culture shift will
all result from increased allocations to IT services and consulting.

3.4 Require mandatory reporting

The U.S. government does not currently mandate reporting of cybersecurity breaches
and data leaks for corporations. The Equifax and SolarWinds data breaches, which
affected thousands of government employees and millions of others, were not initially
disclosed to the DHS, NSA, or other federal entity. When looking at OSHA policies, they
require reporting of workplace deaths, hospitalizations, and more to help ensure worker
and workplace safety. Similar requirements must be implemented for cybersecurity
attacks.

The path to implementation may be easiest via DHS’s Binding Operational Directives
(BODs). Issuing a new BOD is not trivial yet can be completed in a timely manner.
Especially when considering the importance and simplicity of the directive, there is no
reason for a non-expedited process. Two key points in the proposed BOD are the
requirements for reporting and where to report. Companies reporting every successful
and unsuccessful cyber-attack may be counterproductive, and the definition of a cyber-
attack is vague. However, making the requirements for reporting more restrictive may
allow companies to delay notification of a threat. Significant and novel data breaches
and cybersecurity attacks should thus be reported.

Current policies and proposed legislation may also have an answer. The Transportation
and Security Administration has mandated a 12-hour reporting window for critical
pipeline infrastructure breaches in response to the Colonial Pipeline attack. A recent bill
by Sens. Mark Warner (D-VA), Marco Rubio (R-FL), and Susan Collins (R-ME) requires
federal agencies, contractors, and critical infrastructure companies to report successful
cyberattacks to CISA within 24 hours and continue sharing novel information within 72
hours of discovery [44][45].

The bipartisan support of this bill is promising. This legislation should be passed with
haste and enforced as soon as possible. Under this bill, CISA would be the receiving
and processing agency. Since CISA already gives feedback to federal IT systems, they
would most effectively be able to include data breach reporting in their services.
Creating a hotline and online report page are initial steps and a public relations push
should be addressed second. By mandating reporting, cybersecurity threats can more
easily be identified and mitigated across the entire U.S. IT infrastructure from the local
to federal level.
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Final Notes

Since the start of network systems, a fight between keeping a system secure and
hackers trying to breach it has existed. With an exponential rise in digital technology
over the past two decades, a similar rise occurred with threats to network integrity.
Through human error, malicious actors, and numerous vulnerabilities, thousands of data
breaches have occurred and will continue to occur. It is up to everyone to create a
culture shift in cybersecurity and revise outdated assumptions about networks. Through
effective zero trust policy and zero trust systems, countless threats can be mitigated
and stopped before they even start. Using the recommendations presented in this
paper, the U.S. government can take the initial steps in further securing its IT
infrastructure and making its citizens safer against cyberattacks.
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Appendix
Important NIST Publications and DHS Binding Operational Directives

SP 800-53: Security and Privacy Controls for Information Systems and
Organizations provides a catalog of security and privacy controls for information
systems and organizations to protect organizational operations and assets, individuals,
other organizations, and the Nation from a diverse set of threats and risks, including
hostile attacks, human errors, natural disasters, structural failures, foreign intelligence
entities, and privacy risks [10].

SP 800-207: Zero Trust Architecture contains an abstract definition of zero trust
architecture and gives general deployment models and use cases where zero trust
could improve an enterprise’s overall information technology security posture [20]. This
2020 document helps agencies understand ZTA and ways to modify their systems.

SP 800-37: Risk Management Framework for Information Systems and
Organizations describes the Risk Management Framework (RMF) and provides
guidelines for applying the RMF to information systems and organizations. The RMF
provides a disciplined, structured, and flexible process for managing security and
privacy risk that includes information security categorization; control selection,
implementation, and assessment; system and common control authorizations; and
continuous monitoring [21].

SP 800-60: Guide for Mapping Types of Information and Information Systems to
Security Categories has been developed to assist Federal government agencies to
categorize information and information systems. The guideline’s objective is to facilitate
application of appropriate levels of information security according to a range of levels of
impact or consequences that might result from the unauthorized disclosure,
modification, or use of the information or information system [22].

FIPS Publication 199: Standards for Security Categorization of Federal
Information and Information Systems defines the standard federal agencies must
follow to assess the agency’s information and IT systems for future appropriate security
measures to be defined [17]. This document is the foundation for many subsequent
standards by NIST or the DHS.

FIPS Publication 200: Minimum Security Requirements for Federal Information
and Information Systems specifies minimum security requirements for information and
information systems supporting the executive agencies of the federal government and a
risk-based process for selecting the security controls necessary to satisfy the minimum
security requirements [18].

BOD 18-02: Securing High Value Assets requires agencies to identify and report their
high value IT assets to DHS along with allowing DHS to assess the security of and
mitigate any vulnerabilities in the reported assets [23]. This BOD is helpful for both the
agency in better defining their information system and DHS in increasing the security of
federal systems.
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BOD 19-02: Vulnerability Remediation Requirements for Internet-Accessible
Systems requires agencies to review and mitigate vulnerabilities found by DHS within
30 days of notification [24]. This BOD encourages continuous weakness or vulnerability
analysis in federal systems and a mitigation plan of possible threats.

BOD 20-01: Develop and Publish a Vulnerability Disclosure Policy requires
agencies to create and publish policies on how the public can identify vulnerabilities in
federal IT systems and alert the agency of a potential risk [25].

The preceding list of NIST standards and DHS publications is not intended to be
comprehensive. However, these documents give federal agencies a clear path for IT
system design, implementation, and vulnerability mitigation.
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