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Executive Summary

The electric grid and its supporting infrastructure are fundamental to the American way

of life. Disruptions to any component of the grid may lead to widespread blackouts

affecting business operations and creatings i gni fi cant <chall enges for
population. With the increase of digital control systems and smart meters, power

companies are turning to new devices and other advances in industrial controls to

improve data collection and efficiency of the grid. However, new devices may pose a

cybersecurity risk to an industry with an increasingly outdated infrastructure.

Current federal regulations and oversight authority of these systems is limited to
transmission and interstate commerced allowing for a patchwork of solutions to govern
distribution infrastructure. There have been increased efforts to close gaps between
federal agencies through information sharing, workforce education, and the
development of standards and frameworks. These efforts face challenges as they are
not enforceable and a variety of approaches to cybersecurity in the distribution industry
continues to exist.

To address the ever-growing cyber challenges facing the electric grid and distribution
infrastructure, the federal government should pursue the following public policy stances:

1. Establish a Public-Private Cyber Rotational Program. Federal agencies should
create a rotational workforce program that allows cybersecurity experts from
government agencies to rotate through key power companies to assist in the
development, implementation, and advancement of local cybersecurity practices.

2. Implementation of DOE CIE Strategy and other Educational Initiatives. To
continually educate the energy industry and other engineering disciplines, DOE
should adopt 3-5 year implementation timelines of the Cyber-Informed Engineering
Strategy to mitigate cyber risks and el evate

3. Creation of a Distribution Level Reliability Organization. Congress should
authorize FERC to create a new electricity reliability organization focused on
electric distribution to ensure new technologies meet a high level of quality and
cyber protection, and to protect national security from cyber threats originating in
distribution infrastructure.

4. Greater Focus on International Cyberattacks. Congress should authorize
greater funding for the Federal Bureau of Investigation and Department of Justice
to pursue perpetrators of cyberattacks, especially attacks aimed at critical
infrastructure of the United State and our allies.

The steps taken in the past decade to strengt
grid are notable and a step in the correct direction. However, the Federal government

and industry must recognize and act on the increasing cyber threat to distribution

infrastructure to ensure security of the national grid.
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Introduction

Blackouts and power outages remain a top concern for users and utility companies
alike. Even with consistent effort to protect the physical infrastructure from outages, the
past few years has seen an increase in the average duration of total annual power
interruptions, with 2020 being the highest at just over 8 hours of interruptions per
customer [1]. Outagesd typically caused by extreme weather events, fallen trees or
branches, or wildlife impacts to electric linesd are reported to and tracked by the US
Energy Information Administration dating back to 2013. Over this period, there has been
an increase in the average duration of annual electric power interruptions [Fig. 1]. These
metrics provide valuable information and confirm the increasing need to upgrade our
electric infrastructure to better protect from weather and other damage.

With the development of new technology that enables grid operators to better monitor
and manage capabilities, the time is right to invest in these upgrades. New
technologies, while offering great advantages, also introduce new challenges that the
industry must consider. This is particularly true in the case of cybersecurity, which is an
increasing concern for governments, industry, and companies. Cyberattacks allow
malicious actors to cause chaos, disrupt day-to-day life, and expose private information.
Addressing cyber threats used to be limited to information systems and databases, but
new internet-enabled technologies now require more robust cybersecurity methods to
protect processes and critical machines. The need to prevent these types of cyber
threats is high as there are numerous examples of attacks on infrastructure that have
significant impact on the daily routine of individuals.

Average duration of total annual electric power interruptions, United States (2€2A®0)
hours per customer

N Wb~ 00O N 00 ©

m With Major Events
I I Without Major Events

2013 2014 2015 2016 2017 2018 2019 2020

Fig. 1. Duration of Average Annual Electric Service Interruption over the past seven years. The data
is reported to the Energy Information Administration through utility companies [52].
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In 2021, Colonial Pipelined which services 14 states and transports 100 million gallons
of fuel dailyd was the victim of a cyberattack that compromised its IT systems and
caused panic. The attack targeted business operations of the company, rather than the
pipeline infrastructure, but still caused the company to shut down fuel services until the
concern was resolved. The shut off caused gas shortages, fuel outages, and panic
buying among customers [2]. Other hackers in 2021 targeted Oldsmar, Florida where
they unsuccessfully attempted to introduce deadly concentrations of water treatment
chemicals into the public water supply [3]. On the international stage, the Costa Rican
government experienced two cyberattacks in the late spring of 2022 that caused mass
failure of tax offices, utilities, and public health services [4]. These events highlight the
potential significance and impact these attacks can have on modern society.

Another international cyberattack that is demonstrative of the threat posed to American

electric utilities is the 2015 Ukrainian power grid hack aimed at three power distribution

companies. The attackers gained access through an e
course of a few months were able to systematically gain access to critical electrical

systems. Once initiated, the attack took only minutes to cause a massive blackout for

hundreds of thousands of people and stop electric operators from switching the power

back on [5]. This type of attack is not isolated to one country and the question is not if

this can happen to Americads power grid, but

Technical and Regulatory Background

The National Electric Grid

: . R I
The United St disefterd e @ scencaton /&\ O romsmisin
considered one of the largest man-made A

. . . g % § Transmission line
machines due to its massive scale, Illi !Ellﬂllﬂﬂlﬂ]ll 3"

complex operating requirements, and the .
number of users it services.

Transformer

Power station

®
%

The process of electrifying the United
States begins with power generationd as
seen to the right [Fig. 2a]. Electricity can
be generated from numerous methods,
such as hydro facilities, nuclear reactors,
or steam turbines powered by natural gas,
before it is transmitted across the country.
Once generated, the voltage is increased
and companies work to ensure efficient
transmission to the desired location or Fig. 2. Graphic of the electrical grid process in
substation [Fig. 2b]. From these the Unitgd Statesé.a 9omplex systgm jnvolving
substations, electricity can be distributed to ~ 9e"eration. ransmission, and distribution [S3].
large industrial plants, cities or towns, and

residential houses. This section of the electric grid, and the focus of this paper, is known
as the distribution infrastructure [Fig. 2c, Fig. 2d].

Substation

i

i

Commercial facility
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The foundation of the grid was built around the start of the 20th century and through
continuous projects has developed into a system with i®,200 electric generating units
with more than 1 million megawatts of generating capacity connected to more than
300,000 miles of transmission lineso[6] [Fig. 3]. Another technical challenge to
managing the grid is the need to operate 24 hours a day for 7 days to ensure the
balance of generation output and distribution usage. If the generation and usage
become unbalanced for longer than a few minutes, there is a great risk of damaging
generation equipment that will cause widespread blackouts in the region.

g @

9,200 1 million 300,000 2417
electric megawatt miles of Operating
generating units generating capacity transmission lines all day, every day

Fig. 3. Duration of Average Annual Electric Service Interruption over the past seven years. The data
is reported to the Energy Information Administration through utility companies [52].

To operate within these conditions, the national electric grid is divided into four primary
interconnections, the: Eastern Interconnection, Western Interconnection, Texas
Interconnection, and Quebec Interconnection. Within these interconnects, shown in Fig.
4, electric utilities are tied together to form one large electric grid; a process which
increases system efficiency. This nationwide system is often referred to as the bulk-
power system (BPS) and includes dAfacildi

operating an interconnected el ¢d.turisdictionforer gy

ensuring reliability of the BPS is given to the North American Electric Corporation
(NERC) and Federal Energy Regulatory Commission (FERC). Reliability is defined as

toi

es

a
t

Aoperating el emewes efystkee Wutkin equipment él

instability, uncontrolled separation, or cascading failures of such system will not
0 ¢ ¢ u {7 dn other words, reliability means ensuring electricity is available.

NERC can be further broken down into six Regional Entities (RE), the: Midwest
Reliability Organization (MRO), Northeast Power Coordinating Council (NPCC),
ReliabilityFirst (RF), SERC Reliability Corporation (SERC), Texas Reliability Entity
(Texas RE), and Western Electricity Coordinating Council (WECC). The RE are
responsible for assuring reliability of the BPS in their respective regions shown in Fig. 4.

Due to the complexity of each component of electrical infrastructure, RE are further

composed of regional reliability coordinators. These coordinators, listed in Fig. 5, closely

monitor the distribution components of the grid to ensure reliability and security. Beyond
reliability coordinators, there are numerous individuals and companies that have a stake
in the electrical distribution gridd such as independent system operators, regional

CYBERSECURITY OF THE NATIONAL ELECTRIC GRID | 3



transmission operators, co-operative groups, public utility commissions, and power
companies. These entities can change distribution systems within their jurisdiction to
improve efficiency and customer service through a variety of methods, such as
upgrading electricity meters, improving factory technologies, and introducing tools that
help monitor usage and outages. While beneficial for the bottom line, these solutions
pose unique challenges due to a lack of uniformity across the nation and cyber risks
created with their implementation.

Quebec
Interconnection

Interconnections

Western Interconnection
I'd
Ve

e ERCOT
Interconnection <

EMRO ENPCC ORF B SERC [OTexas RE BEWECC

Fig. 4. Four interconnections in the North American electric infrastructure. These interconnections
and their reliability are managed by the six regional entities [54].

W MISO (Midcontinent Independent System Operator)
PIM

MRO — [o]
B MRO-Manitoba Hydro

WECC WECC
NWPP-BC NWPP-AB MRO-SaskPower
| SPP

NPCC

Ontario NPCC — Northeast Power Coordinating Council

B NPCC-Maritimes
NPCC B NPCC-New England
> Maritimes B NPCC-New York

W NPCC-Ontario

W NPCC-Québec

y,
f

WECC SERC — SERC Reliability Corporation
NWPE-US NPCC W SERC-East
** New England W SERC-Central
W SERC-Southeast
Nerpsgrk B SERC-Florida Peninsula

Texas RE — Texas Reliability Entity
Central Texas RE-ERCOT (Electric Reliability Council of Texas)

SERC WECC

Southeast B WECC-CA/MX (California/Mexico)

W WECC-NWPP-AB (Alberta)

W WECC-NWPP-BC (British Colombia)

W WECC-NWPP-US (Northwest Power Pool-United States)
W WECC-SRSG (Southwest Reserve Sharing Group)

Fig. 5. NERC mapping of the current six regional entities with reliability councils listed on the right.
Some RE and reliability councils share jurisdiction at the seams of these groupings. [54].
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Cybersecurity Basics

Concerns of cyberattacks and breaches to private information and communication
systems can be considered novel when looking at the lifetime of the electrical grid.
Modern cyberattacks range from simple methods of attack easily found on the internet
to sophisticated attacks perpetrated by enemy nations. Regardless of the attackers,
cyber incidents often follow a pattern that can be distilled into five overarching stages:
target, survey, deliver, breach, and affect [8] shown in Fig. 6.

Target Survey DeIivery I Breach I Affect

Fig. 6. Five high level steps associated with a cyberattack. Advanced models exist for more
sophisticated attacks, but the above figure provides an introduction into cyberattack methods [8].

Target 1 In this stage, attackers identify an entity, business, or corporation to launch a
cyberattack. In the electric industry, this may be power companies, specific generation
plants, or transmission substations. With new technology and the connectivity of the
modern grid, any component (generation, transmission, and distribution) is a potential
target for a cyberattack.

Survey 1 Once the target is identified, the attackersr evi ew t he targetds cy
practices, infrastructure, and digital assets to determine vulnerabilities. Often this
information wil|l be protected by the starget 6s
looking to exploit individuals whodonotst ri ct |l y f olrulem @Gnedtliee t ar get 0
attacker has identified potential entry points, the attacker moves onto the delivery stage.

Delivery i At this stage, the attackers attempt to deliver malicious software to the

identified vulnerability. This stage of cyberattacks may be simple, such as an email with

a corrupt attachment from a spam email, or more difficult to identify. Depending on the
attackero6s eagerness, they could hack a trust
measures to deliver the malware to the target.

Breachi Once the attackers have s ucnetesksiftney | y acce
remain undetected, they can work over days or months to affectt he t ar get 6 s syst
This stage of a cyberattack may focus on sensitive business information, private

customer data, or physical Sy s tcdathinpoctamn nect ed
considerations for power companies and other stakeholders in the electric grid. In

extremely malicious cyberattacks, this stage may be utilized to learn as much as

possible about the target and plan strategic attacks against their systems.

moti vation and goal f they need conthenual a
targetds system to allow for easy access duri
information they were searching for, they may attempt to destroy evidence and files

Affecti Cl osely related to the breach stage, the
I
I
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associated with their attack. However, in most utility industries and certainly the electric
industry, any extremely sophisticated attack is likely looking to cause as much damage
as possible. To do this, hackers may shut down components, prohibit the control of
equipment, or change the operating view of the system to fool operators into shutting
down or damaging the system [9].

It is important to note that the stages above are an extremely high-level overview of a
cyberattack. More thorough frameworks for understanding cyber threats are readily
available for power companies and the electric industry to utilize. For example, MITRE
ATT&CK® fis a globally-accessible knowledge base of adversary tactics and techniques
basedonreallwor | d o b s HO] that hostarcemplex cybersecurity matrix for
industrial control system with 12 stages and numerous techniques associated with each
stage. Frameworks like MITRE offer a key distinction that can benefit the electric power
industry: they have separate approaches to cybersecurity of operational technology
(OT) and information technology (IT).

For general purposes, OT systems can be thought of as systems that have digital

control components that elicit a physical responsed the software running a machine

recognizes an error and instructs the machine to shut down, thus stopping the physical

process.On t he ot her hand, | T ofsomputirg arsl/orar e fia col |
communications components and other sources that support one or more functional
objectives of [and]are usgdanthe acguisitian,rs®rage, manipulation,

di splay, and/ or [IhMovement of datao

The difference between OT and IT cybersecurity is another important distinction to
make when protecting critical infrastructure like the electric grid, as traditional IT security
methods may not translate to OT systems. OT security measures have the tendency to
increase latency, the delay of data transfer, in the system which ultimately slows down
production and decreases efficiency. IT security measures tend to avoid latency
challenges as there are numerous ways to improve the efficiency of a fully digital
system.

History of Federal Regulations

The regulatory framework of the electric grid has a complex history tied to system
failures. As such, there are numerous stakeholders ensuring the security and reliability
of the grid. This section presents the key departments, agencies, and regulatory bodies
with authority over aspects of the electric grid. A timeline is shown in Fig. 7.

The Federal Power Act

The earliest effort to establish federal oversight of the electric grid was the Federal

Power Act of 1935. This act amended law to create the Federal Power Commission

(FPC) withtheexpresspur pose of regul ating fcéredgyein t rans mi
the interstate commerce and the sale of electric energy at wholesale in interstate

c 0 mme r[7¢. €he authority provided to the FPC is narrow and strictly focused on

CYBERSECURITY OF THE NATIONAL ELECTRIC GRID | 6



interstate commerce, or the transmission of electricity, as not to interfere with state

regulations of electric power.

Federal Electric DOE Sept. 11th Trump
Power Reliability Organization Terrorist executive
Act of Act of Act of Attacks action
1935 1967 1977 2001 2016

2001

Bush signs
EO 13231 and
the Patriot Act

2013
Obama
executive
action

2021
Biden
executive
action

1968
Industry
creates
NERC

1996
Clinton
signs

EO 13010

1965
1967
Regional
Blackouts

Fig. 7. Timeline showing key Federal actions that shaped the regulatory environment of the electric
grid. Stars represent legislation that become public lawd these pieces are discussed further in the
ifFeder al Law Related to Cybersecurity and the

While the Federal Power Act created the regulatory authority for the FPC, there was
little initial focus on issues of reliability. However, a significant blackout in the northeast
in 1965 and a cascading blackout in 1967 led to the passage of the Electric Power
Reliability Actof 1967[12]. Thi s act expanded FPC6s
electricity across the country and solidified the importance of electrical reliability in
national policy. After the 1965 blackout, industry leaders understood the need for
cooperation and coordination which led to the formation of the National Electric
Reliability Council (NERC) in 1968. NERC later changed its name to the North
American Reliability Corporation, as Canadian members joined the council and the
organization consolidated with other regional entities.

Following the formation of NERC, Congress passed the Department of Energy
Organization Act of 1977. This act created the Federal Energy Regulatory Commission
(FERC)d an independent agency within DOE [13] with five commissioners appointed by
the President. With the reorganization, FERC mai nt ai ned much of
responsibilities, and the scope of authority remained strictly focused on fi t Interstate
transmission of electricity, natur al [t44 s, and oil o

Over the next few decades, companies and government worked to further determine the
best methods for oversight and competition in the electric industry. While these
decisions affected how regulatory bodies and businesses responded during this period,
their focus remained on the reliability of the electric grid and improving service for the
U.S. population.

National Security Concerns
When comparing the origins of federal oversight of electricity infrastructure to current
practices, there is one concept that clearly separates the twod national security.

CYBERSECURITY OF THE NATIONAL ELECTRIC GRID | 7
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Before the terrorist attacks on September 11, 2001, industry was the primary advocate

for protecting the electrical grid and other infrastructure. Government involvement was

primarily driven through Presidential Executive Orders, as Congress and legislation

were slow. In 1996, President Clinton signed Executive Order 13010, Critical

Infrastructure Protection,whi ch established the Presidentos
Infrastructure Protection. The goal of the commission was to provide a comprehensive

review and policy proposal of physical and cyber challenges associated with

Atel ecommunications, electrical power systems
transportationéand the [18§JonPiresi tgii® Ii3C9oreonoe
was one of the first documents citing the importance of critical infrastructure and the

associated cyber concerns with the technology.*

Following September 11, 2001, the country intently focused on protecting America from

foreign threats and adversaries. In October 2001, President Bush signed EO 13231,

Critical Infrastructure Protection in the Information Age,ii n or der t o ensur e ¢
information systems for critical infrastructure, including emergency preparedness

communications, and the physical assets that support such systems, in the information

a g e 416]. Order 13231 was closely followed by the USA PATRIOT Act of 2001 which
codified the defi niti ogystem$ancassets, whethdr physicdl r ast r u
or virtual, so vital to the United States that the incapacity or destruction of such systems

and assets would have a debilitating impact on security, national economic security,

national public health or safety, oranyc o mbi nat i on o f[l17t Thedeetricmat t er s
grid is included under this broad definition of critical infrastructure and as such,

government and industryd approach to the security of the grid changed significantly.

Modern Regulatory Framework

The current state of regulations for the electricity industry was formalized in mid-2005
with the passage of the Energy Policy Act. This act amended the Federal Power Act to
establish improved methods to ensure reliability, encourage technological innovation,
and prevent electricity market manipulation. The first key change brought forward by
this act was the inclusion of the bulk-power system (BPS) in FERC jurisdiction. This
allowed FERC oversight of most of the transmission components of the national grid
and supports the security of electrical infrastructure.

The second key change in this bill was the authorization allowing FERC to select an
electric reliability organization @ to establish and enforce reliability standards for the
bulk-p o we r s [{t8. Previndsly, industry was responsible for establishing and
following reliability standards, as seen by the formation of NERC. However, the Energy
Policy Act of 2005 cleared the path for direct federal oversight of industry practices and
standards. Following an application process, NERC was selected as the electric
reliability organization and charged with creating and enforcing reliability standards

1 Legislation before 9/11 related to cyber information and protection focused on allocation and
appropriation of funds for military and defense purposes.

CYBERSECURITY OF THE NATIONAL ELECTRIC GRID | 8



relating to the transmission of electricity. These standards, known as NERC reliability

standards, are approved by FERC and focus on planning and operating the electric grid.

With the establishment of NERC as the electric reliability organization, the current

federal oversight structure was completed by the late 2000s. Since that time, much of

the action taken on the Federal level was focused on R&D and educating the power

industry workforce or through presidential executive action. These efforts are

summarized belowini Fe der al Law Related to Cyblgrsecurit

Federal Law Related to Cybersecurity and the Grid

An increasing amount of legislation in the past two decades has focused on general
cybersecurity initiatives and cybersecurity of electric infrastructured a few laws are below.

Cyber Security Research and Development Act (2001) i Public Law 107-305

Authorizes and provides funding for the National Science Foundation and NIST to create and
lead R&D efforts focused on computer and network security. Focuses on higher education
institutions as sources to support information R&D [45].

Energy Independence and Security Act (2007) i Public Law 110-140

Omnibus energy bill, however, Title XIlld Smart Grid provided clear instruction and support
for technologies to modernize the electric grid using smart sensors. Authorized reports,
advisory committees, and R&D appropriations to spur grid innovation [46].

Cybersecurity Enhancement Act (2014) i Public Law 113-274

Law supporting the development of three key areas of cybersecurity: public-private
partnerships, workforce education and development, and advancement of technical
standards. Amended the NIST Act (15 U.S.C. 272(c)) to include requirements for continual
efforts to assist cybersecurity best practices in critical infrastructure [47].

DOE Research and Innovation Act (2017) 17 Public Law 115-246

Provides guidance and establishes DOE policies for energy research, R&D engagement with
industry and academi a, and authorizes fHene
topics, including smart grid technologies and cybersecurity [48].

Federal Rotational Cyber Workforce Program Act (2021) i Public Law 117-149
Authorizes the establishment of a voluntary, rotational workforce program within select
Federal agencies that Federal cyber workers may participate in to broaden and strengthen
their technical skillset [49].

Infrastructure Investment and Jobs Act (2021) i Public Law 117-58

Division D& Energy, Title | establishes grants to protect electrical equipment, competitive
funding for resiliency R&D, and programs to develop transmission lines and technologies to
enhance smart grid capabilities. Enhances cybersecurity by establishing a program to test
cybersecurity capabilities of new BPS products and technologies, developing implementation
methods of standards and frameworks, incentives for cyber investments, cyber grants for
rural and municipal utilities, and funding for cyber R&D for the energy sector [50].

Table 1. Federal Law Related to Cybersecurity and the Grid. The table above summarizes pieces of
legislation that became public law since 2001 to address cybersecurity.

CYBERSECURITY OF THE NATIONAL ELECTRIC GRID |9



A key document that provides precedence and authority for executive cybersecurity
action is President Obamao mpavindQSiticelxecuti ve Or
Infrastructure Cybersecurity. This order was the first executive order aimed at improving
the cybersecurity protections of critical infrastructure and outlined a detailed course of
action to do so [19]. Previous executive actions lacked the technical expertise
associated with new technologies or focused on other critical aspects of national
security. EO 13636 led to the development of critical frameworks that are utilized today
and established the groundwork for future executive actions relating to cybersecurity of
the electric grid. President Obama further strengthened this order by releasing EO
13691 which encouraged the creation of sector-specific information sharing groups for
industry and allowed for greater participation with the Federal government [20].

President Trump also took executive action through various orders and strategies.
Trump released EO 13800, EO 13870, and EO 13920 which, respectively, required
Federal agencies to implement the NIST Framework for Improving Critical Infrastructure
Cybersecurity [21], created a Federal cyber workforce rotation program and an annual
cybersecurity competition for Federal employees [22], and declared the threat to the
BPS a national emergency and prohibited the acquisition of BPS equipment from
foreign adversaries or companies [23].

Federal Cyber Initiatives

Operating within its limited scope, the Federal government has identified a few key
methods to assist industry prepare for and respond to a cyberattack. Current Federal
cyber initiatives focus on creating frameworks and standards that uphold best practices,
enabling information sharing across industry and the government, and workforce
development to train new cyber experts.

1. Frameworks and Standards

Frameworks and standards define how the Federal government works with industry to
ensure strong cybersecurity. Depending on the agency and component of the grid,
industry may be required to adhere to the standard. However, most of the guidance
issued by Federal agencies is honbinding and dependent on whether individual
organizations choose to utilize the findings.

1.1 Critical Infrastructure Protection Standards

The Ciritical Infrastructure Protection (CIP) standards are an example of orders that are
enforceable and must be followed by the transmission industry. These standards set
forth technical requirements for owners and operators of infrastructure critical to the
success of the BPS. CIP standards are developed, updated, clarified, or withdrawn
through an open processd allowing for industry engagement at all steps of CIP
standards. Once a topic has been identified and accepted by the NERC Reliability
Standards staff, the draft will rotate though a process of informal feedback, open
comment, and formal stakeholder feedback and voting before being sent to the NERC

CYBERSECURITY OF THE NATIONAL ELECTRIC GRID | 10



Board of Trustees?. Once adopted by the Trustees, the standard must be approved by
FERC before the standard can be implemented and effective [24].

The first CIP standard was adopted by the NERC Trustees in late 2006, with an
effective date of June 2007. In total there have been 98 CIP standards adopted by the
NERC Board, with only 65 becoming effective standards and the remaining either being
superseded by FERC guidance, another CIP standard, or not being submitted for FERC
approval. Some standards also are created with a specific inactive date established in
the body, after which the standard can no longer be enforced. To date, there are 13 CIP
standards that are subject to enforcement by NERC, with 6 additional standards subject
to future enforcement once approved by FERC [25].

Although CIP standards are helpful standards, it is important to note that they are only
enforceable on the BPS, not the distribution grid. This is due to how the regulatory
framework was developed over the years and the authority of the federal government.
With a limited authority, the standards were developed for the transmission sector which
means the technical requirements are tailored to transmission equipment and
processes. Efforts to apply current CIP standards to distribution cyber systems would be
immensely challenging, create a massive burden on the industry, and be met with
strong pushback from industry leaders.

1.2 Cybersecurity Capability Maturity Model

The Cybersecurity Capability Maturity Model (C2M2) is a DOE initiative lead by CESER

that devel oped fia free tool to help organi zat
and opti mi ze s e c[26f C2MZwas origiralt devedoped s 8012 and

subsequent editions were released in 2014 (version 1.1), 2021 (version 2.0), and 2022

(version 2.1). Throughout its development, the tools have provided assistance to energy

industry while also supporting non-energy organizations. The goals of C2M2, shown in

Fig. 8, are focused on evaluating the current cybersecurity practices of the organization,

information sharing, closely tracking company cyber efforts, and prioritizing

cybersecurity throughout all aspects of the company.

“o.

Enhance cyber Consistently measure Share knowledge Prioritize actions

posture . cyber capabilities : and investments
Fig.8. Goal s of DOE6s Cybersecurity Capability Mat

industry evaluating and improving their cybersecurity practices and resources [26].

2 A more in-depth review of developing NERC Reliability Standards is available at
https://lwww.nerc.com/comm/SC/Documents/Appendix 3A StandardsProcessesManual.pdf
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The structure of the model is a complex grouping of cybersecurity practices that are
further developed by maturity indicators that help an organization evaluate its
cybersecurity standing and set strategic goals. The model contains 10 domains, each
with unique approach objectives and management objectives with four different maturity
levels for each domain. Overall, there 356 practices that compose the C2M2 model [26].
Fig. 9 provides a structural overview of the model including notes.

Em 10 domains

——»

Approach Objectives

Multiple approaches Practices at Maturity Level 1
unique to the domain

Practices at Maturity Level 2

g Practices at Maturity Level 3

Management Objectives
One, overarching

goal of the domain

Practices at Maturity Level 1

Practices at Maturity Level 3

Practices at Maturity Level 2

Maturity Levels are cumulative. The
requirements of Level 1 and Level 2
must first be met to reach Level 3.

Fig. 9. Composition of the C2M2. This structure is repeated for each domain in the model [26].

The C2M2 model is an example of efforts by the Federal government to address cyber
threats and it relies on creating tools and resources that enable sectors to make
informed decisions regarding their cyber positioning and potential threats. According to
the DOE, they have responded to more than 2,400 requests for the C2M2 from owners
and operators in the US critical infrastructure sectors [26]. A sector breakdown is
provided in Fig. 10.

A noted strength of the C2M2 model is the distinction between OT and IT systems
throughout the domains and objectivesd allowing it to apply quickly to new technology
and advances in industrial control systems. For the energy sector, this enables owners
and operators to install upgrade systems, review the cybersecurity of the new
technology, and address any identified gaps. However, these types of resources are
only successful if industry sectors recognize the risk to their company, utilize the tool,
and provide routine feedback to DOE and CESER.
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C2M2 Tool Requests by U.S. Sector

) Government Facilities 7.0% . Additional Sectors:
Information g ) . : . g
Technology Financial Services 4.9% i @ 1.9%| Critical Manufacturing
36.0%

ieati LY
Communications 4.0% . @ 1.7%| Government

° 1.6% | Healthcare and Public Health
Additional
i 1.4% | Defense Industrial Base
"% Sectors © '
9.3% i @ 1.0% | Water and Wastewater Systems
. @ 0.9%| Chemical
e 0.6% | Transportation Systems

@ 0.1% | Emergency Services

@ 0.1% | Nuclear Reactors, Matenals, and Waste
Energy j

0,
Data current as of March 2022 38 . 8 ,/CI

Fig. 10. Requests for the C2M2 by sector [26].

e 0.1% | Food and Agriculture

1.3 NIST Cybersecurity Framework

Another initiative established by the Federal government that has seen widespread

success due to its flexibility and breadth is the NIST Cybersecurity Framework (CSF)

[27.The CSF was developed over the course of 20
13636 that instructed NISTtocreatea f r amewor k t hat included pra
policy, business, and technol ogi[l9al approache

The CSF is structured to allow for application in any industry but was developed
specifically for critical infrastructure sectors. There are three components to the CSF,
the: core, tiers, and profile. The core is a list of cybersecurity principles that enable the
success of the user. The core is further divided into 5 functions, 23 categories, 108 sub-
categories, and numerous informative references per sub-category, as shown in Fig. 11.
This breakdown enables a clear path from high-level, abstract cybersecurity topics to
specific technical actions that can be taken. As such, one of the key strengths of the
CSF is its ability to enable communication and understanding across engineers,
managers, and company executives.

The tiers, also known as implementation tiers, allow the user to evaluate the current

status of cybersecurity management in the company. Thetier s fAdescri be an i nc«
degree of rigor, and how well integrated cybersecurity risk decisions are into broader

risk decision, and the degree to which the organization shares and receives
cybersecurity i nf o[27]. Undikathe @2M2 thentiers dopa exactlye s 0
represent the maturity of Filally,the prafile pontipgnbos cy b er
the CSF allows a user to understand their cybersecurity risks and priorities in relation to

overarching business objectives and strategies. The profile section can assist with the

communication of cyber challenges to administrators and provide a path forward.

The CSF is one of the more successful models due to its high flexibility and applicability
t o ¢ o mp anmrntsrgcture and approach to cybersecurity. Since its release, NIST
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Fig. 11. Core of the NIST CSF with 5 high level functions, 23 categories, 108 subcategories, and lists
of informative references [27].

has further developed resources to complement the framework and bolster
cybersecurity of critical industries. They are currently working on updates to the
framework with the goal of releasing version 2.0 of the CSF. The updated model will
address a variety of concerns by industry and other stakeholders that are noted in a
public feedback documentd such as providing guidance for implementing the CSF and
ways to evaluate cybersecurity practices and framework success [28].

2. Information Sharing

Recognizing the risk that a significant cyberattack may have on the nation, many of the
electric utilities participate in voluntary information sharing. These programs allow
companies to share specifics about an emerging threat they have detected, the process
utilized during a cyberattack, and mitigation plans to prevent future incidents.

2.1 Electricity Information Sharing and Analysis Center

The Electricity Information Sharing and Analysis Center (E-ISAC) was created in 1999
by NERC t o plecoivinddsey gaatityhaealysis and rapid sharing of security
information on how to mitigate c¢comp[28.x,
Membership to E-ISAC is open to any electric owner, operator, or employee in North
America. E-ISAC also partners with larger organizations such as state and local
governments to support their cybersecurity efforts. The primary benefits of joining E-
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